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P2P botnet detection method based on fractal and adaptive data fusion

SONG Yuan-zhang, LI Hong-yu, CHEN Yuan, WANG Jun-jie
( Changchun Institute of Optics, Fine Mechanics and Physics, Chinese Academy of Sciences,
Changchun 130033, Jilin, China)

Abstract: A novel P2P botnet detection algorithm based on fractal and adaptive data fusion was proposed. Firstly, it
built the single-fractal detection sensor and the multi-fractal detection sensor, and they used the self-similarity under the
large time scale and the local singularity under the small time scale to describe the characteristics of network. Kalman
filter was used to detect abnormalities of the above characteristics. To get the more accurate detection result, an adaptive
data fusion method based on DST ( Dempster-Shafer Theory) and DSmT ( Dezert-Smarandache Theory) was proposed.
Depending on the conflict factor of evidences, DST and DSmT were adaptively utilized to fuse the results of two above

detection sensors to get the final result. The side effects on detecting P2P botnet which P2P programs generated are con-

sidered. The experiments show that the proposed algorithm is able to detect P2P botnet with high accuracy.
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