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Abstract: In the ever-evolving landscape of blockchain-based smart healthcare, ensuring the security and 

integrity of patient data stands as an utmost priority. This paper is dedicated to unveiling the pivotal role 

of Neutrosophic sets theory within our methodology as we tackle the multifaceted challenges of 

safeguarding patient data. Central to our approach is the innovative integration of Neutrosophic sets 

theory, a mathematical framework adept at handling the inherent uncertainties and imprecisions often 

encountered in healthcare decision-making. Leveraging Neutrosophic sets, we construct a comprehensive 

evaluation model that accommodates the complexities of the smart healthcare environment. Our 

methodology harnesses Multi-Criteria Decision Making (MCDM) techniques, notably the Technique for 

Order Preference by Similarity to Ideal Solution (TOPSIS), to systematically assess and rank service 

providers based on their proximity to ideal solutions. The Neutrosophic aspect comes to the forefront as 

we apply Neutrosophic sets in representing and managing decision-makers' judgments, which often 

exhibit varying degrees of truth, indeterminacy, and falsity. Furthermore, the Ordered Weighted Averaging 

(OWA) operator is strategically employed to aggregate these Neutrosophic judgments, accentuating the 

role of Neutrosophic sets in our decision fusion process. Our empirical study, firmly rooted in 

Neutrosophic sets theory, showcases the efficacy of this innovative model. It offers a structured and robust 

framework for healthcare organizations to fortify patient data security in the realm of blockchain-based 

smart healthcare systems. This paper advances the understanding of the indispensable role played by 

Neutrosophic sets in enhancing data security, thereby facilitating the adoption of blockchain technology 

within healthcare, while contributing to the burgeoning field of Neutrosophic Intelligence. 
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1. Introduction 

Neutrosophic sets, a mathematical framework introduced by Smarandache in 1995, have gained significant 

attention in recent years due to their unique ability to model and manage uncertainty, vagueness, and 

imprecision. This innovative concept extends traditional set theory by accommodating indeterminate 

elements—those elements whose membership, non-membership, and neutral status are all concurrently 

possible within a set [1]. Such inherent flexibility makes Neutrosophic sets a powerful tool for capturing 

and quantifying complex, real-world phenomena, particularly in decision-making processes. The core 

premise of Neutrosophic sets is rooted in the notion of "neutrality," signifying the coexistence of opposites 

within a set. This neutrality allows for the representation of incomplete, vague, or conflicting information, 

mirroring the inherent ambiguity frequently encountered in various domains, including healthcare [2]. 
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In the context of blockchain-based smart healthcare, where the security and privacy of patient data are 

paramount, Neutrosophic sets emerge as a promising solution to address the inherent uncertainties that 

permeate this dynamic environment. Blockchain technology, known for its transparency and immutability, 

has transformed the healthcare sector by offering secure and decentralized data storage and management. 

However, the adoption of blockchain in healthcare introduces multifaceted uncertainties, including 

fluctuating regulatory landscapes, evolving technological challenges, and variable patient data 

requirements [3-5]. Neutrosophic sets offer a means to navigate these complexities effectively. By enabling 

the representation of vague or imprecise data within the blockchain, healthcare stakeholders can make 

informed decisions, even when faced with incomplete or conflicting information. For instance, patient 

consent, a critical component of healthcare data management, often exhibits varying degrees of consent, 

uncertainty, or ambiguity. Neutrosophic sets can elegantly capture and quantify these nuanced consent 

dynamics, facilitating more accurate decision-making [6-7]. Moreover, within the realm of Multi-Criteria 

Decision Making (MCDM) for evaluating service providers, Neutrosophic sets provide a structured 

framework to handle the diverse judgments of experts. Decision-makers' assessments, often characterized 

by differing degrees of truth, falsity, and indeterminacy, can be systematically integrated, allowing for a 

more holistic evaluation [8-9]. 

This paper introduces a pioneering Neutrosophic Intelligence approach, placing Neutrosophic sets theory 

at the forefront of our methodology. Neutrosophic sets provide a mathematical foundation capable of 

handling the inherent uncertainties, vagueness, and imprecisions often encountered in healthcare decision-

making. As the healthcare industry navigates the complexities of blockchain technology, the integration of 

Neutrosophic sets theory emerges as a powerful means to enhance patient data security and privacy.  Our 

work revolves around the utilization of MCDM techniques, particularly the Technique for Order Preference 

by Similarity to Ideal Solution (TOPSIS), to systematically evaluate and rank service providers within 

blockchain-based smart healthcare systems. However, what sets our methodology apart is the pervasive 

role of Neutrosophic sets in the representation and management of decision-makers' judgments. These 

judgments inherently possess varying degrees of truth, indeterminacy, and falsity, a challenge that 

Neutrosophic sets adeptly address. Furthermore, we employ the Ordered Weighted Averaging (OWA) 

operator to aggregate these Neutrosophic judgments, emphasizing the integral role of Neutrosophic sets 

in our decision fusion process. Through this approach, we strive to provide a structured and robust 

framework for healthcare organizations to fortify patient data security while embracing the potential of 

blockchain technology in smart healthcare [10]. 

Our paper is organized as follows: In Section 2, we provide a comprehensive review of related work in the 

fields of healthcare data security, blockchain technology, and Neutrosophic Intelligence, highlighting the 

current state of research and identifying the gaps that motivate our study. Section 3 outlines our 

methodology, detailing the Neutrosophic Intelligence approach we have developed for safeguarding 

patient data within blockchain-based smart healthcare systems. In Section 4, we present the results of our 

empirical evaluation and provide a thorough analysis of the data collected during our study. Section 5 

offers a discussion of our findings, emphasizing their implications for healthcare data security, privacy, 

and the broader adoption of blockchain in healthcare. In Section 6, we conclude our research, summarizing 

the key insights and contributions of our study. 
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2. Related Works 

This section provides a comprehensive overview of the existing research and literature relevant to our 

study, setting the stage for the development of a neutrosophic approach for anomaly detection in smart 

agriculture systems using edge intelligence. Yaqoob et al. [11] conducted a comprehensive review of skin 

cancer detection and classification using federated learning, emphasizing the importance of privacy in 

healthcare applications. Their work highlights the relevance of advanced machine-learning techniques in 

medical contexts, which resonates with our exploration of anomaly detection in smart agriculture.   Alaba 

et al. [12] explored the security applications and challenges of smart contracts, which is an area of interest 

when considering the secure execution of algorithms, especially in edge computing environments. Their 

insights into the security aspects of smart contracts provide valuable context for our work. Kumar et al. [13] 

presented an approach to region-of-interest detection in COVID-19 CT images using neutrosophic logic. 

While their focus is on medical imaging, their utilization of neutrosophic logic is relevant to our proposed 

methodology, as it demonstrates the applicability of this logic in image analysis and pattern recognition. 

Thillaigovindan et al. [14] developed an integrated model for heart disease prediction using cryptographic 

and machine learning methods. Their work showcases the potential benefits of integrating different 

technologies for enhanced accuracy and security, which aligns with our approach to integrating edge 

intelligence and neutrosophic logic. Saha et al. [15] discussed AI-enabled human and machine activity 

monitoring in industrial IoT systems. Their exploration of AI in the context of IoT is relevant to our study, 

as it highlights the broader implications of AI and edge computing in monitoring and managing complex 

systems. Fernandez-Vazquez et al. [16] investigated the use of blockchain in sustainable supply chain 

management, applying analytical hierarchical process (AHP) methodology. Their work demonstrates the 

versatility of blockchain technology, which can be considered in the context of data security and integrity 

in smart agriculture systems.   Mohammed et al. [17] proposed a Bitcoin network-based anonymity and 

privacy model for metaverse implementation in Industry 5.0. Their research touches upon privacy and 

security concerns in decentralized systems, which can provide insights into securing data in agricultural 

edge environments. Singh et al. [18] discussed transfer fuzzy learning for security in industrial IoT, which 

can be relevant to our study's focus on secure anomaly detection. Their work showcases advanced 

cryptographic techniques that can be considered in securing edge devices. Morhaim [19] provided a 

comprehensive overview of blockchain and cryptocurrency technologies. While not focused on agriculture, 

this reference offers foundational knowledge about blockchain technology, which can be useful when 

discussing potential applications in the context of smart agriculture systems. 

3. Methodology 

In this section, we elucidate the rigorous methodology employed in our study, outlining the systematic 

steps undertaken to develop and implement our Neutrosophic Intelligence approach for safeguarding 

patient data in the context of blockchain-based smart healthcare systems. In this section, we elucidate the 

systematic methodology employed to comprehensively assess the performance of blockchain technology 

as a fundamental safeguard for patient data within blockchain-based smart healthcare systems. The 

integration of blockchain technology in healthcare settings is driven by a multitude of factors and 

challenges by various complexities. To shed light on this intricate landscape, our study integrates expert 

surveys to construct a holistic understanding of blockchain technology's impact on patient data security in 

smart healthcare environments. We specifically focus on the perspectives of industry experts, decision-

makers, and stakeholders, who offer valuable insights into the drivers, barriers, and risks associated with 
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blockchain implementation. It is important to note that the opinions of decision-makers and experts are 

inherently diverse and may lack clear consensus, reflecting the multifaceted nature of this field. Therefore, 

our study places a particular emphasis on the decision-making processes that underpin the safeguarding 

of patient data within blockchain-based smart healthcare, categorizing them according to three critical 

dependent factors. 

Stakeholder Proficiency and Attitudes 

a. Decision-Maker Expertise: In the context of smart healthcare, decision-maker expertise is crucial for 

understanding the intricacies of integrating blockchain technology. Their familiarity with healthcare 

data security, blockchain protocols, and the nuances of smart healthcare systems can significantly 

impact the success of implementation. Expertise allows decision-makers to make informed choices, 

anticipate potential challenges, and devise strategies for maximizing the benefits of blockchain. 

b. Risk Appetite: Smart healthcare introduces innovative approaches to patient care through 

technologies like IoT devices, AI-driven diagnostics, and telemedicine. Decision-makers' risk 

appetite plays a critical role in adopting blockchain, as it often involves a departure from 

conventional data security methods. Embracing blockchain may require a willingness to accept 

initial uncertainties and invest in new technologies that promise long-term security and efficiency 

gains. 

c. Organizational Culture: The culture within healthcare institutions can either facilitate or hinder the 

integration of blockchain. An organizational culture that values innovation, collaboration, and a 

patient-centric approach is more likely to embrace the changes brought about by smart healthcare 

and the implementation of blockchain for enhanced patient data security. Conversely, a resistant or 

risk-averse culture may present challenges to adoption. 

Environmental Conditions 

a. Regulatory Landscape: Smart healthcare operates within a complex regulatory environment that 

varies by region. Decision-makers must navigate these regulations to ensure compliance when 

implementing blockchain solutions. A supportive regulatory landscape can encourage blockchain 

adoption by providing clear guidelines for data security and patient privacy in smart healthcare. 

b. Technological Infrastructure: The readiness of the technological infrastructure in smart healthcare 

settings is essential. Decision-makers need to assess whether the existing IT infrastructure can 

seamlessly integrate with blockchain. Compatibility with electronic health record (EHR) systems, 

IoT devices, and other smart healthcare components is critical for successful implementation. 

c. Industry Collaboration: Collaboration within the healthcare industry and with blockchain solution 

providers can foster innovation in smart healthcare. Decision-makers must evaluate the extent to 

which partnerships and collaborations can accelerate the adoption of blockchain for patient data 

security. Partnerships may involve healthcare providers, technology companies, research 

institutions, and regulatory bodies working together to develop standards and best practices. 

    Multiple Criteria and Alternatives (MCDM) 

a. Evaluation Criteria: Decision-makers in smart healthcare need to define and prioritize evaluation 

criteria. These criteria may include data privacy, scalability, cost-effectiveness, interoperability with 

IoT devices, and the ability to ensure data integrity in real time. The selection of these criteria 

influences the decision-making process. 
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b. Alternative Solutions: Decision-makers should consider a spectrum of alternatives alongside 

blockchain. This might encompass traditional data security methods, cloud-based solutions, or 

hybrid approaches. Evaluating the strengths and weaknesses of each alternative helps decision-

makers make well-informed choices aligned with smart healthcare goals. 

c. Decision-Making Methodology: Formal decision-making methodologies, such as Multi-Criteria 

Decision Analysis (MCDA) or Analytic Hierarchy Process (AHP), can aid decision-makers in 

systematically evaluating criteria and alternatives. These methodologies provide a structured 

approach to assessing the suitability of blockchain and other options, ensuring that the final choice 

aligns with the unique requirements of smart healthcare. 

Incorporating these considerations into the decision-making process for implementing blockchain in smart 

healthcare ensures a comprehensive approach that accounts for the complexities and nuances of this 

evolving field. By addressing personality conditions, environmental conditions, and multiple criteria and 

alternatives, decision-makers can navigate the dynamic landscape of smart healthcare to enhance patient 

data security effectively. 

In our work, we adopted a comprehensive approach to collect and aggregate specialists' perspectives on 

the adoption of blockchain technology for safeguarding patient data in smart healthcare environments. The 

data collection process involved a series of discussions, meetings, and qualitative discrete choice 

experiments [19], which allowed us to capture a diverse range of decision-making experts' insights and 

opinions. To aggregate the experts' perspectives effectively, we employed the OWA [20], a method that 

enables the combination of individual expert viewpoints into a consensus representation. This approach 

helps mitigate potential biases and ensures a more comprehensive assessment of criteria and alternatives 

relevant to our research. Furthermore, we applied the MCDM method to analyze the decision-makers' 

perspectives on criteria and alternatives. MCDM provides a structured framework for evaluating and 

prioritizing multiple criteria and alternatives, aiding in the systematic assessment of the suitability of 

blockchain technology for patient data security in smart healthcare. To assess the robustness and reliability 

of our results, we conducted a Monte Carlo simulation. This simulation involved iteratively generating 

random variations in the input parameters and evaluating their impact on the decision outcomes. 

The process of aggregating the specialists' perspectives was executed using the OWA operator, which 

serves as a valuable tool to harmonize the diverse judgments of decision-making experts and mitigate the 

impact of inconsistent assessments. To elaborate on its application, let's consider a scenario involving 𝑞 

specialists, denoted as 𝐷1, 𝐷2, … , 𝐷𝑞 , participating in a decision-making problem. Each expert's viewpoint 

contributes to the overall decision process, with 1 ≤  𝑘 ≤  𝑞 representing the index of each expert. The 

OWA operator is employed to calculate a consensus outcome by considering the ordered weights assigned 

to individual experts' judgments. Specifically, it follows a defined formula that systematically combines 

these perspectives, considering their relative importance: Figure 1 shows the steps of the proposed method.  
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Figure 1. The steps of the proposed method. 

Some definitions show the mathematical operations of triangular neutrosophic numbers.  

Definition 1 

The truth, indeterminacy, and falsity membership functions can be computed as: 

𝑇𝑋(𝑦) =  

{
 
 

 
 𝛼 (

𝑦 − 𝑥1
𝑦2 − 𝑦1

)   (𝑥1 ≤ 𝑦 ≤ 𝑥2)

𝛼   (𝑦 = 𝑥_2)

𝛼 (
𝑥3 − 𝑦

𝑦3 − 𝑦2
)   (𝑥2 ≤ 𝑦 ≤ 𝑥3)

0   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 (1) 
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𝐼𝑋(𝑦) =  

{
 
 

 
 (
𝑥2−𝑦+𝜃−(𝑦−𝑥1)

𝑦2 − 𝑦1
)   (𝑥1 ≤ 𝑦 ≤ 𝑥2)

𝜃   (𝑦 = 𝑥_2)

(
𝑦−𝑥2+𝜃−(𝑥3−𝑦)

𝑦3 − 𝑦2
)   (𝑥2 ≤ 𝑦 ≤ 𝑥3)

0   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 (2) 

 

𝐹𝑋(𝑦) =  

{
 
 

 
 (
𝑥2−𝑦+𝛽−(𝑦−𝑥1)

𝑦2 − 𝑦1
)   (𝑥1 ≤ 𝑦 ≤ 𝑥2)

𝛽   (𝑦 = 𝑥_2)

(
𝑦−𝑥2+𝛽−(𝑥3−𝑦)

𝑦3 − 𝑦2
)   (𝑥2 ≤ 𝑦 ≤ 𝑥3)

0   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 (3) 

Definition 2 

The arithmetic operations can be computed as: 

𝑙𝑒𝑡 𝑥 =< (𝑥1, 𝑥2, 𝑥3); 𝛼𝑥 , 𝜃𝑥, 𝛽𝑥 >, 𝑧 =< (𝑧1, 𝑧2, 𝑧3); 𝛼𝑧, 𝜃𝑧 , 𝛽𝑧 >  

𝑥 ⊕ 𝑧 =< (𝑥1 + 𝑧1, 𝑥2 + 𝑧2, 𝑥3 + 𝑧3 ); 𝛼𝑥 ∧ 𝛼𝑧 , 𝜃𝑥 ∨ 𝜃𝑧, 𝛽𝑥 ∨ 𝛽𝑧 >  (4) 
  

𝑥 ⊖ 𝑧 =< (𝑥1 − 𝑧1, 𝑥2 − 𝑧2, 𝑥3 − 𝑧3 ); 𝛼𝑥 ∧ 𝛼𝑧 , 𝜃𝑥 ∨ 𝜃𝑧, 𝛽𝑥 ∨ 𝛽𝑧 >  (5) 
  

𝑥 ⊗ 𝑧 = {

< (𝑥1𝑧1, 𝑥2𝑧2, 𝑥3𝑧3); 𝛼𝑥 ∧ 𝛼𝑧, 𝜃𝑥 ∨ 𝜃𝑧, 𝛽𝑥 ∨ 𝛽𝑧 , > 𝑖𝑓 (𝑥3 > 0, 𝑧3 > 0) 

< (𝑥1𝑧3, 𝑥2𝑧2, 𝑥3𝑧1); 𝛼𝑥 ∧ 𝛼𝑧, 𝜃𝑥 ∨ 𝜃𝑧, 𝛽𝑥 ∨ 𝛽𝑧 , > 𝑖𝑓 (𝑥3 < 0, 𝑧3 > 0) 

< (𝑥3𝑧3, 𝑥2𝑧2, 𝑥3𝑧3); 𝛼𝑥 ∧ 𝛼𝑧 , 𝜃𝑥 ∨ 𝜃𝑧, 𝛽𝑥 ∨ 𝛽𝑧 , > 𝑖𝑓 (𝑥3 > 0, 𝑧3 < 0) 

 (6) 

  

𝑥 ⊘ 𝑧 =  

{
 
 

 
 < (

𝑥1
𝑧3
,
𝑥2
𝑧2
,
𝑥3
𝑧1
) ; 𝛼𝑥 ∧ 𝛼𝑧 , 𝜃𝑥 ∨ 𝜃𝑧 , 𝛽𝑥 ∨ 𝛽𝑧 > 𝑖𝑓 (𝑥3 > 0, 𝑧3 > 0)

< (
𝑥3
𝑧3
,
𝑥2
𝑧2
,
𝑥1
𝑧1
) ; 𝛼𝑥 ∧ 𝛼𝑧 , 𝜃𝑥 ∨ 𝜃𝑧 , 𝛽𝑥 ∨ 𝛽𝑧 , > 𝑖𝑓 (𝑥3 < 0, 𝑧3 > 0)

< (
𝑥3
𝑧1
,
𝑥2
𝑧2
,
𝑥1
𝑧3
) ; 𝛼𝑥 ∧ 𝛼𝑧 , 𝜃𝑥 ∨ 𝜃𝑧 , 𝛽𝑥 ∨ 𝛽𝑧, > 𝑖𝑓 (𝑥3 > 0, 𝑧3 < 0) 

 (7) 

 

⋎⊘ 𝑥 = {
< (

𝑥1
⋎
,
𝑥2
⋎
,
𝑥3
⋎
) ; 𝛼𝑥 , 𝜃𝑥, 𝛽𝑥𝑖𝑓 ⋎> 0 > 

< (
𝑥3
⋎
,
𝑥2
⋎
,
𝑥1
⋎
) ; 𝛼𝑥, 𝜃𝑥, 𝛽𝑥𝑖𝑓 ⋎< 0 >

 (8) 

                          

𝑥−1 =< (
1

𝑥3
,
1

𝑥2
,
1

𝑥1
) ; 𝛼𝑥, 𝜃𝑥 , 𝛽𝑥 > (9) 

  

Step 1 involves the construction of a decision-making matrix, denoted as 𝐷𝑀𝑖𝑗
𝐾, to represent the viewpoints 

of experts (indexed as 𝐷𝑘) and model their perspectives regarding blockchain technology as criteria. The 

𝐷𝑀𝑖𝑗
𝐾 matrix adopts a neutrosophic triangular scale [2] for its structure, and its definition is as follows [6]: 
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𝐷𝑀𝑖𝑗
𝐾 =

𝑓1
𝑓2
⋮
𝑓𝑛 [
 
 
 
𝑥11
𝑘 𝑥12

𝑘 … 𝑥1𝑚
𝑘

𝑥21
𝑘 𝑥22

𝑘 … 𝑥2𝑚
𝑘

⋮ ⋮ ⋮ ⋮
𝑥𝑛1
𝑘 𝑥𝑛2

𝑘 … 𝑥𝑛𝑚
𝑘 ]
 
 
 

 (10) 

In the above formula, the 𝑥𝑖𝑗
𝑘  denote the performance ranking of the constituent of the 𝑖 − 𝑡ℎ criterion 

regarding 𝑓1, 𝑓2, … , 𝑓𝑛. it is worth noting that the category of 𝑥𝑖𝑗
𝑘  symbolizes the viewpoint of experts based 

on the neutrosophic scale. 

Step 2 involves the identification of indeterminate values within the uncertain scenarios related to the three 

principal factors. During this step, the neutrosophic scale can be transformed into tangible numerical values 

using the score function outlined in [18]. The resultant values for the de-neutrosophic specialists' viewpoint 

matrix, denoted as 𝐷𝑀𝑖𝑗
𝐾, are presented in as follows: 

𝐷𝑀𝑖𝑗
𝐾 =

𝑓1
𝑓2
⋮
𝑓𝑛 [
 
 
 
𝑥11
𝑘 𝑥12

𝑘 … 𝑥1𝑚
𝑘

𝑥21
𝑘 𝑥22

𝑘 … 𝑥2𝑚
𝑘

⋮ ⋮ ⋮ ⋮
𝑥𝑛1
𝑘 𝑥𝑛2

𝑘 … 𝑥𝑛𝑚
𝑘 ]
 
 
 

 (11) 

 

Step 3 involves offering a comprehensive and consolidated managerial outlook for all specialists, indexed 

as 𝑘 = 1, 2, …, 𝑞, using the 𝐷𝑀𝑖𝑗
  matrix in conjunction with OWA operators. The resulting outcome is then 

presented in Form (3) as follows: 

𝐷𝑀𝑖𝑗 =

𝑓1
𝑓2
⋮
𝑓𝑛

[

𝑥11 𝑥12 … 𝑥1𝑚
𝑥21 𝑥22 … 𝑥2𝑚
⋮ ⋮ ⋮ ⋮
𝑥𝑛1 𝑥𝑛2 … 𝑥𝑛𝑚

]  (12) 

Then, the TOPSIS method, which stands for Technique for Order Preference by Similarity to Ideal Solution, 

is applied to order potential alternatives based on the generation of principle solutions. In our case, let's 

consider a situation in which, we have 𝑝 substitutions denoted as 𝑂1, 𝑂2, … , 𝑂𝑝, and these substitutes are 

evaluated across 𝑚 criteria represented as 𝑥1, 𝑥2, … , 𝑥𝑚. Moreover, there are 𝑞 experts participating in this 

decision-making endeavor, as previously mentioned. To facilitate this process, we utilize a weighting 

vector consisting of 𝑤1 , 𝑤2, … , 𝑤𝑚 for the 𝑚 criteria, following the condition 1 ≤  𝑗 ≤  𝑚. These weights, 

denoted as 𝑤𝑗 , satisfy the conditions 𝑤𝑗 ≥  0, and their sum ∑  𝑚
𝑗=1 𝑤𝑗 = 1. 

Step 4 involves the generation of a decision-making matrix denoted as 𝑌𝑟𝑡
𝐾 . This matrix is designed to 

capture the viewpoints of experts indexed as 𝐷𝑘 regarding blockchain solutions as criteria and their impact 

on smart healthcare systems. The 𝑌𝑟𝑡
𝐾  matrix, presented in Form 6, is subsequently transformed into a 

numerical format through the application of the score function as expressed below: 

𝑌𝑟𝑡
𝐾 =

𝑂1
𝑂2
⋮
𝑂𝑝 [
 
 
 
𝑦11
𝑘 𝑦12

𝑘 … 𝑦1𝑚
𝑘

𝑦21
𝑘 𝑦22

𝑘 … 𝑦2𝑚
𝑘

⋮ ⋮ ⋮ ⋮
𝑦𝑝1
𝑘 𝑦𝑝2

𝑘 … 𝑦𝑝𝑚
𝑘
]
 
 
 

 (13) 

The consolidation of judgments from decision-makers is accomplished as follows: 

𝑦𝑟𝑡 =
∑ (𝑦𝑟𝑡

𝑘 )
𝑚

𝑡=1

𝐷𝑞  
 (14) 
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Here, 𝑦𝑟𝑡  denotes the evaluations provided by decision-makers for the alternatives, and 𝐷𝑞  signifies the 

count of decision-makers involved in the process. The resulting outcome is expressed as follows: 

𝑌𝑟𝑡 =

𝑂1
𝑂2
⋮
𝑂𝑝

[

𝑦11 𝑦12 … 𝑦1𝑚
𝑦21 𝑦22 … 𝑦2𝑚
⋮ ⋮ ⋮ ⋮
𝑦𝑝1 𝑦𝑝2 … 𝑦𝑝𝑚

] (15) 

 

TOPSIS is structured around three fundamental steps to aid in decision-making: 

Normalization: In the first step, normalization is performed to standardize the data. This step 

ensures that all the criteria are on the same scale and avoids biases that could result from the use of different 

units or measurement scales. By normalizing the data, TOPSIS makes it possible to directly compare the 

importance of various criteria, regardless of their original units or magnitudes. This step transforms the 

raw data into a format that can be uniformly analyzed, which is essential for effective multi-criteria 

decision-making. 

𝑧𝑟𝑡 = 𝑤𝑗 ∗
𝑦𝑟 𝑡

√∑  𝑚
𝑡=1 𝑥𝑟𝑡

2
; 𝑟 = 1,2,3… 𝑝; 𝑡 = 1,2,3…𝑚 (16) 

  

Calculating the Ideal Solution in Positive and Negative Regions: The second step involves the 

calculation of ideal solutions in both the positive and negative regions. The ideal solutions represent the 

best possible outcomes based on the selected criteria. In the positive region, the ideal solution is 

characterized by having the highest values for beneficial criteria and the lowest values for non-beneficial 

criteria. Conversely, in the negative region, the ideal solution has the lowest values for beneficial criteria 

and the highest values for non-beneficial criteria. By identifying these ideal solutions, TOPSIS establishes a 

reference point for evaluating and ranking the alternatives. 

𝑧𝑡
+ = {

⟨max(𝑧𝑟𝑡|𝑟 = 1,2,… , 𝑝) |𝑗 ∈ 𝑗
+⟩,

⟨min(𝑧𝑟𝑡|𝑟 = 1,2, … , 𝑝) |𝑗 ∈  𝑗−⟩
} (17) 

𝑧𝑡
− = {

⟨min(𝑧𝑟𝑡|𝑟 = 1,2, … , 𝑝) |𝑗 ∈ 𝑗+⟩,
⟨max(𝑧𝑟𝑡|𝑟 = 1,2, … , 𝑝) |𝑗 ∈ 𝑗

−⟩
} (18) 

  

Computing the Relative Distances between the Generated Positive and Negative Regions : The 

third step focuses on computing the relative distances between the generated positive and negative regions 

for each alternative. This distance calculation is performed to determine how closely each alternative aligns 

with the ideal solutions. Alternatives that are closer to the positive ideal solution and farther from the 

negative ideal solution are considered more favorable and receive higher rankings. Conversely, alternatives 

that are closer to the negative ideal solution and farther from the positive ideal solution are considered less 

desirable and receive lower rankings.  

𝑑𝑟
+ = √∑  

𝑚

𝑡=1
(𝑧𝑟𝑡 − 𝑧𝑡

+)2, 𝑟 = 1,2, … , 𝑝 (19) 

  

𝑑𝑟
− = √∑  

𝑚

𝑡=1
(𝑧𝑟𝑡 − 𝑧𝑡

−)2, 𝑟 = 1,2, … , 𝑝 (20) 
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Finally, we calculate the relative proximity by combining the positive and negative regions of the solutions 

to attain the ideal solutions, as outlined below: 

𝑐𝑟 =
𝑑𝑟
−

𝑑𝑟
+ + 𝑑𝑟

−
; 𝑟 = 1,2, … , 𝑝 (21) 

 

4. Results and Analysis 

This section delves into the pivotal phase of our research, where we present the results of our Neutrosophic 

Intelligence approach in action and offer a comprehensive analysis of the data obtained during our study. 

Through meticulous experimentation and evaluation, we assess the performance, security, and adaptability 

of our approach within the complex landscape of blockchain-based smart healthcare systems. To 

substantiate the practical applicability of our proposed model for safeguarding healthcare patient data, we 

conducted an empirical study encompassing a comprehensive case study analysis. The chosen case study 

revolves around the evaluation of fifteen critical criteria for the security of healthcare patient data, as 

outlined in Table 1.  

Table 1. Criteria for Patient Data Security in Healthcare Systems 

Group Criteria ID Description 

Drivers Regulatory Compliance D1 The extent of compliance with data privacy regulations (e.g., HIPAA, 

GDPR) 

Technology Adoption D2 The level of adoption of advanced security technologies (e.g., 

blockchain, encryption) 

Interoperability D3 The ability of systems to communicate and share data securely 

Cybersecurity Training D4 The level of training provided to staff and employees on 

cybersecurity best practices 

Patient Engagement D5 The degree to which patients actively participate in maintaining the 

security of their health data 

Barriers Legacy Systems B1 The presence of outdated legacy systems that lack modern security 

features 

Budget Constraints B2 Financial limitations that hinder investments in robust cybersecurity 

measures 

Resistance to Change B3 Organizational resistance to adopting new security protocols and 

technologies 

Third-party 

Vulnerabilities 

B4 Risks associated with reliance on third-party vendors and service 

providers 

Data Volume and 

Complexity 

B5 The challenges posed by growing volumes and complexity of patient 

data, requiring scalable solutions 

Risks Data Breach Risk R1 Likelihood and potential impact of data breaches, including 

unauthorized exposure of patient data 

Malware and 

Ransomware Risk 

R2 Risk associated with malware and ransomware attacks that can 

compromise or encrypt patient data 

Insider Threat Risk R3 Risk of insider threats, including employees mishandling data 

intentionally or unintentionally 

IoT Vulnerabilities R4 Vulnerabilities introduced by the use of IoT devices in healthcare, 

which can be exploited 

Regulatory Non-

compliance Risk 

R5 The risk of failing to comply with data privacy regulations, leading 

to penalties and legal consequences 
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To comprehensively assess the security of patient data within healthcare systems, we conducted an 

illuminating case study that drew upon the aforementioned fifteen criteria, categorized into three pivotal 

groups: Driver Criteria, Barrier Criteria, and Risk Criteria. The case study unfolded within the dynamic 

landscape of a modern healthcare institution, where the critical importance of patient data security is 

magnified. Leveraging a multidisciplinary team of experts, we embarked on a meticulous examination of 

the organization's data security ecosystem. This encompassed evaluating the impact of regulatory 

compliance, technology adoption, and patient engagement as drivers that underpin a robust data security 

framework. Simultaneously, we scrutinized the hurdles posed by legacy systems, budget constraints, and 

resistance to change as barriers that often necessitate strategic solutions. Moreover, we probed the 

intricacies of data breach risks, malware vulnerabilities, insider threats, IoT-related concerns, and the 

looming specter of regulatory non-compliance as formidable risks to be mitigated. By systematically 

evaluating these criteria, we aim to identify vulnerabilities, strengths, and opportunities for improving data 

security. The case study involves interviews with key stakeholders, a thorough examination of existing 

security measures, and the application of our proposed model to assess the overall data security posture. 

In this section, we leveraged the OWA operator to systematically aggregate the perspectives and 

evaluations of experts. To maintain transparency and consistency in our analysis, we adopted predefined 

weights for the OWA operator, as detailed in Table 2. These weights were thoughtfully determined to reflect 

the relative importance of various criteria within the decision-making process. 

Table 2. Predefined Weights for OWA Operator 

Criteria Weights 

Regulatory Compliance 
0.217744 

Technology Adoption 0.304067 

Interoperability 0.251275 

Cybersecurity Training 0.288399 

Patient Engagement 0.186048 

Legacy Systems 0.146608 

Budget Constraints 0.229047 

Resistance to Change 0.224132 

Third-party Vulnerabilities 0.237017 

Data Volume and Complexity 0.084615 

Data Breach Risk 0.171464 

Malware and Ransomware Risk 0.144085 

Insider Threat Risk 0.147436 

IoT Vulnerabilities 0.112711 

Regulatory Non-compliance Risk 0.222641 

 

We present the outcomes of the decision-making process, which were meticulously generated using the 

OWA operator. To achieve this, we harnessed the collective expertise of our decision-makers, each of whom 

provided valuable insights and evaluations across a spectrum of criteria. The OWA operator, guided by 

predefined weights as detailed in Table 3, played a pivotal role in harmonizing these diverse perspectives 

and aggregating them into a coherent whole. This process facilitated the creation of OWA general and 

aggregated decision-makers decisions, offering a holistic view of the evaluation outcomes. These 
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judgments reflect the consensus reached by our expert panel, embodying their collective wisdom and 

expertise in assessing the critical aspects of patient data security within the healthcare system. 

Table 3. The ultimate matrix produced employs OWA for the evaluation of decision-maker judgments 

regarding driver, barrier, and risk criteria 
 

D1 D2 D3 D4 D5 B1 B2 B3 B4 B5 R1 R2 R3 R4 R5 

D

1 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

0.32

877 

D

2 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

0.36

401 

D

3 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

0.26

230 

D

4 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

0.34

992 

D

5 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

0.40

303 

B

1 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

0.28

105 

B

2 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

0.22

335 

B

3 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

0.23

423 

B

4 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

0.13

997 

B

5 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

0.24

324 

R

1 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

0.21

704 

R

2 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

0.07

627 

R

3 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

0.13

483 

R

4 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

0.21

613 

R

5 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

0.04

277 

 

5. Discussion and implications 

In this pivotal section, we embark on a thoughtful examination of the results presented in the preceding 

section and delve into their broader significance. Our discussion transcends the numerical findings, 

focusing on the qualitative insights, the implications of our Neutrosophic Intelligence approach, and the 

potentially transformative effects on the landscape of healthcare data security within blockchain-based 

smart healthcare systems. 
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To facilitate decision-making in uncertain conditions, our case study incorporates the use of the TOPSIS 

methodology. This method was applied to assess and rank five distinct service providers operating within 

the realm of blockchain-based smart healthcare systems. These service providers were meticulously 

evaluated based on the predefined weights assigned to the criteria established in our study. To maintain 

confidentiality and impartiality, we have anonymized these providers, referring to them as "Alternative A," 

"Alternative B," "Alternative C," Alternative D." and "Alternative E.". To ensure a comprehensive analysis, 

we employed a triangular neutrosophic scale to collect the judgments of our decision-makers. This scale 

effectively captures the nuances and uncertainties inherent in decision-making processes, allowing our 

experts to express their evaluations with precision. Subsequently, these neutrosophic judgments were 

transformed into numerical values, which served as the foundation for our TOPSIS-based assessments. This 

robust approach allowed us to methodically evaluate the service providers' performance across various 

criteria while accommodating the inherent complexities of real-world decision-making in the context of 

blockchain-based smart healthcare systems. 

The ultimate ranking of the alternatives, derived from the TOPSIS analysis based on their relative closeness 

to the ideal solutions, has been methodically compiled and is presented in Table 4. This table serves as a 

comprehensive summary of our evaluation process, showcasing the performance of each alternative in 

comparison to the others. The relative closeness values in Table 4 provide valuable insights into how well 

each alternative aligns with the predefined ideal solutions, which were carefully determined following the 

specified criteria. Alternatives that exhibit higher relative closeness values are positioned at the top of the 

ranking, indicating their superior alignment with the ideal solutions across the considered criteria. 

Conversely, those with lower relative closeness values are situated lower in the ranking, reflecting 

comparatively weaker performance in meeting the specified criteria. This ranking, displayed in Table 4, 

offers a clear and concise visualization of the outcomes of our analysis, enabling stakeholders and decision-

makers to make informed choices based on the relative strengths and weaknesses of each alternative within 

the context of blockchain-based smart healthcare systems. It serves as a valuable reference point for 

identifying the most suitable service providers for specific healthcare scenarios and requirements. 

Table 4. Results of Alternatives Based on Relative Closeness to Ideal Solutions  
𝒅𝒓
+ 𝒅𝒓

− 𝒄𝒓 

Alternative A 0.251449 0.298566 0.817441 

Alternative B 0.137375 0.189318 0.719279 

Alternative C 0.103608 0.086685 0.458436 

Alternative D 0.169257 0.16279 0.558562 

Alternative C 0.288908 0.282441 0.678213 

The findings of this research carry profound implications for the healthcare industry and its ongoing 

transformation towards blockchain-based smart healthcare systems. By developing a Neutrosophic 

Intelligence approach and integrating it with established decision-making methodologies, this study 

contributes significantly to the enhancement of patient data security. As blockchain technology gains 

prominence in healthcare, our model empowers decision-makers with a robust framework to navigate the 

complexities of this dynamic landscape. The ability to rank service providers objectively based on a 

multitude of criteria, while accounting for uncertainty, offers healthcare organizations a vital tool to 

strengthen their data security strategies. This, in turn, can bolster patient trust, facilitate data sharing among 

healthcare providers, and pave the way for more efficient and secure healthcare services. 
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Beyond its immediate applications, our research underscores the potential for Neutrosophic Intelligence to 

stimulate innovation and adaptation within healthcare and other data-sensitive domains. The successful 

integration of Neutrosophic theory with established decision-making techniques opens doors to novel 

approaches for handling uncertainty and ambiguity. By embracing this paradigm, organizations can better 

address the ever-evolving challenges in safeguarding sensitive data. Moreover, our study encourages 

further exploration of Neutrosophic Intelligence's applicability in diverse contexts where decision-making 

involves intricate, multifaceted criteria. As healthcare and technology continue to evolve, the principles 

and methodologies advanced in this research may find broader utility in addressing complex problems, 

fostering resilience in decision-making, and shaping a more secure and efficient future for various 

industries. 

6. Conclusions 

This study presents a novel Neutrosophic Intelligence approach that leverages advanced methodologies 

like OWA and TOPSIS to address the intricate challenge of safeguarding patient data in blockchain-based 

smart healthcare systems. By integrating the insights and evaluations of decision-makers across a spectrum 

of driver, barrier, and risk criteria, we have formulated a comprehensive framework that enhances decision-

making in uncertain conditions. The results demonstrate the effectiveness of our approach in systematically 

assessing and ranking service providers, ultimately aiding in the selection of the most suitable alternatives. 

Furthermore, the study underscores the significance of factors such as regulatory compliance, technology 

adoption, and data breach risk in shaping the security landscape of healthcare systems. As the smart 

healthcare ecosystem continues to evolve, our research offers valuable guidance for stakeholders, enabling 

them to make informed choices and fortify patient data security in an increasingly dynamic and 

technology-driven healthcare landscape. 

In light of the ever-expanding role of blockchain technology in healthcare, our findings emphasize the 

pivotal importance of adopting advanced security measures and fostering a culture of data privacy. We 

conclude by highlighting the potential of Neutrosophic Intelligence as a robust decision-making tool in 

smart healthcare, not only for patient data security but also for addressing broader challenges in this 

transformative field. As the healthcare industry continues to embrace innovation, our research provides a 

significant step toward ensuring the confidentiality, integrity, and availability of patient data, ultimately 

enhancing the quality and safety of healthcare services for all. 
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