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A B S T R A C T

The emergence of smart sustainable cities has unveiled a wealth of data sources, each contributing to a vast
array of urban applications. At the heart of managing this plethora of data is multisource information fusion
(MSIF), a sophisticated approach that not only improves the quality of data collected from myriad sources,
including sensors, satellites, social media, and citizen-generated content, but also aids in generating actionable
insights crucial for sustainable urban management. Unlike simple data fusion, MSIF excels in harmonizing
disparate data sources, effectively navigating through their variability, potential conflicts, and the challenges
posed by incomplete datasets. This capability is essential for ensuring the integrity and utility of information,
which supports comprehensive insights into urban systems and effective planning. This survey combines
hierarchical and multi-dimensional classification to examine how MSIF integrates and analyses diverse datasets,
enhancing the operational efficiency and intelligence of urban environments. It highlights the most significant
challenges and opportunities presented by MSIF in smart sustainable cities, particularly how it overcomes the
limitations of existing approaches in scope and coverage.

By considering social, economic, and environmental factors, MSIF offers a multidisciplinary approach that
is pivotal for advancing sustainable urban development. Recognized as an essential resource for academics
and practitioners, this study promotes a new wave of MSIF innovations aimed at improving the cohesion,
efficiency, and sustainability of smart cities.
. Introduction

Global urbanization is intensifying, with over half of humanity now
iving in urban settings. This proportion is expected to exceed 70%
y the year 2050 [1]. Such rapid expansion of urban areas introduces
evere sustainability challenges, as these regions already account for
oughly 75% of global consumption of essential resources, including
ossil fuels, primary energy, water, and raw materials. Predictions
ndicate that the overall resource consumption could surge to an over-
helming 90 billion tonnes in the forthcoming decades [2]. These

tartling figures emphasize the imperative for effective sustainable
rban planning and management to accommodate these increasing
eeds.

In response to these growing urban challenges, the paradigm of
mart sustainable cities has emerged as a crucial driver in urban de-
elopment, leveraging advanced technologies to meet current demands
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and criteria for ecological sustainability, economic stability, and social
fairness, while also preparing for future challenges [3]. At the heart
of this technological advancement is Multisource Information Fusion
(MSFI) [4], which acts as a vital infrastructure for integrating diverse
data sources. MSFI taps into various data streams such as satellite
imagery, traffic sensors, air quality monitors, and water network anal-
yses [5]. MSFI transforms raw data into actionable insights that not
only enhance urban resource management and infrastructure but also
foster more proactive and predictive approaches to city governance. By
employing advanced AI and machine learning algorithms to analyze
extensive data sets [6], MSFI supports essential urban operations like
traffic management [7], pollution control [8], and the distribution of
energy resources [9], which are critical for sustainable infrastructure
development. Moreover, it enhances public safety by optimizing emer-
gency response times and resource allocation [10], integrating data
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from video surveillance and emergency communication systems [11].
Furthermore, MSFI is essential for precise environmental monitoring,
crucial for managing air quality, noise levels, and water pollution,
thus ensuring public health and urban well-being [12]. Smart sustain-
able cities are increasingly adopting MSFI to address critical issues
such as waste management, pollution, energy consumption, and public
safety [13]. This method promotes a more responsive and adaptable
urban planning process, which is key to achieving sustainable devel-
opment goals. For instance, waste management greatly benefits from
MSFI through optimized collection routes and waste generation data
analysis, enabling more efficient and cost-effective operations [14].

However, integrating information from diverse sources with MSFI
presents challenges, particularly in terms of data diversity, privacy
concerns, and scalability of solutions [15]. Managing data privacy [16]
and protecting against cyberattacks are major concerns, as MSFI often
involves handling large amounts of personal data. Also, integrating het-
erogeneous technologies and standardizing data formats [17] remain
significant obstacles to fully unlocking MSFI’s potential.

To move forward, cities must adopt regulatory frameworks and
policies that promote effective collaboration between the public and
private sectors [18] encouraging innovation and implementing MSFI
solutions. These frameworks must also ensure that deployed technolo-
gies adhere to security, privacy, and transparency principles while
being inclusive and equitable for all citizens [19]. By creating an adap-
tive regulatory environment, cities can facilitate the rapid deployment
of new technologies while managing the risks associated with large-
scale data fusion. Furthermore, to maximize the benefits of MSFI, cities
need to invest in robust and secure data infrastructures. This includes
developing advanced communication networks and establishing data
centers capable of processing and securely storing large amounts of
information [20]. These investments are crucial for enabling real-time
data management and agile responses to changing urban dynamics.
Education and training of municipal staff and stakeholders are also
vital to ensure the effective adoption and use of MSFI. Training pro-
grams should be implemented to familiarize municipal employees with
information fusion, data analysis, and cybersecurity practices. This
education will help create a skilled workforce fully leveraging MSFI
technologies to transform urban services [21]. In addition to these
internal measures, cities must also seek to collaborate internationally to
share best practices, innovations, and lessons learned in implementing
MSFI [22]. Such collaboration can accelerate the development of smart
sustainable cities worldwide, allowing municipalities to benefit from
each other’s experiences and successes while adapting solutions to
specific local contexts.

Furthermore, cities must address challenges [23] related to digital
equity to ensure that all citizens benefit from the advantages of MSFI.
This includes improving access to high-speed internet, providing inclu-
sive digital services, and implementing measures to combat the digital
divide [24]. By ensuring equitable access to technologies, cities can
prevent the creation of new inequalities and strengthen social cohesion.

In conclusion, Multisource Information Fusion transcends mere
technological advancement; it signifies a paradigm shift in urban gov-
ernance, necessitating meticulous planning, cross-sector collaboration,
and unwavering dedication to inclusivity and sustainability. Embracing
this data-driven approach not only tackles present urban hurdles but
also paves the way for constructing resilient and sustainable cities,
primed to thrive in the years ahead.

The existing literature lacks comprehensive reviews that merge
the latest advancements in MSIF techniques with their applications in
sustainable smart cities. Motivated by this gap, our survey investigates
pioneering and established MSIF methodologies that enhance opera-
tional efficiency and decision-making. We focus on recent innovations
like advanced machine learning algorithms for predictive analytics,
which have significantly transformed urban data management. By doc-
umenting and evaluating these state-of-the-art technologies, our main
objective is to thoroughly analyze the architectures, challenges, and
impacts of MSIF in sustainable smart cities.
Our main contributions in this paper are three-fold:
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• We propose a hierarchical and multi-dimensional approach to
examine the role of MSIF in sustainable smart cities, highlighting
the challenges and opportunities encountered.

• We provide insights into the most effective MSIF strategies and
their implications for sustainable urban development.

• We discuss the challenges and ideal scenarios for deploying MSIF
techniques in sustainable smart cities, serving as a resource to
inspire innovations that enhance integration, efficiency, and sus-
tainability.

As shown in Fig. 1, the rest of this paper is organized on the follow-
ing lines: Section 2 provides background information on MSIF and its
evolution within sustainable smart cities, highlighting the methodolo-
gies utilized in our comprehensive study. Section 3 delves into various
MSIF techniques and their applications, showcasing how these tech-
niques enhance urban management. It covers models such as the JDL
Model and Bowman Data Fusion Framework, along with theoretical
aspects like traditional fusion theory approaches.

Section 4 outlines the theoretical foundations that underpin MSIF,
focusing on our Advanced Hierarchical and Multi-Dimensional Classi-
fication Framework within urban data science. Section 5 identifies the
urban challenges tackled by MSIF, proposing innovative solutions and
addressing potential hurdles. This section encompasses data challenges,
application challenges, and implementation challenges in MSIF for
smart sustainable cities. Section 6 presents practical applications of
MSIF through detailed case studies. These case studies illustrate the
implementation and impact of MSIF in real-world scenarios, including
environmental monitoring in Sichuan Province, smart grid integra-
tion in urban environments, and urban carrying capacity analysis in
Shanghai.

Section 7 examines the prospects and research directions for MSIF,
highlighting ongoing innovations and potential advancements for smart
sustainable cities. This includes the integration of advanced AI, au-
tonomous intelligent fusion, integrated cognitive systems, interdis-
ciplinary collaboration, and exploration of novel research domains.
Lastly, Section 8 concludes by reaffirming the transformative impact
of MSIF on urban governance, emphasizing its indispensable role in
promoting the development of sustainable and resilient smart cities.

2. Historical and methodological exploration

2.1. Background

The terminology ‘data fusion’ and ‘sensor fusion’ first emerged in
the literature [25] during the late 1970s. Despite its early mentions,
a cohesive understanding of information fusion technologies did not
materialize until the 1990s when the term ‘information fusion’ began
to be widely accepted. This period marked the establishment of Mul-
tisource Information Fusion (MSIF) as a recognized interdisciplinary
field. Following this, MSIF technologies experienced rapid advance-
ments, leading to significant applications both in military contexts,
such as in automated systems [26], strategic early warning and defense
systems [27], target tracking [28], and damage assessments [29] and
in civilian domains, including remote sensing [30], healthcare diag-
nostics [31], e-commerce [32], telecommunications [33], navigational
aids [34], and fault diagnosis [35].

Despite decades of advancement and application, a standardized
definition of MSIF remains elusive in academic and industry sectors.
From a military standpoint, the Joint Directors of Laboratories (JDL)
of the United States Military first offered a formal definition, known
as Definition 1: MSIF is an extensive, layered methodology that entails
the detection, association, integration, and analysis of data from diverse
sources. This approach enhances the precision of state and identity
estimation while ensuring a timely and thorough assessment of signif-
icance. This foundational definition was expanded upon in Definition

2, often referred to as multi-sensor fusion, which characterizes MSIF
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Fig. 1. Roadmap and core content of this article.
as a multi-layered and complex procedure encompassing the detection,
association, integration, and evaluation of data from various sources.
This process aims to enhance the accuracy of information, state, and
identity estimation, as well as to provide a timely and comprehensive
assessment of the overall target situation and threat level.

Definition 3 positions MSIF as an effective method for automatically
or semi-automatically transforming information from different sources
and time points into representations that provide effective support for
human or automated decision-making.

Further, Definition 4 elaborates that MSIF is a process of detecting,
representing, mining, associating, synthesizing, reasoning, and predict-
ing multi-source, multi-level, multi-dimensional, and granular data,
3 
information, and knowledge. This process integrates modern infor-
mation technologies, such as Artificial Intelligence (AI), knowledge
reasoning, data analysis, and processing, to obtain richer, more ac-
curate, and consistent descriptions or decision results concerning the
observed object.

2.2. Methods

This study adhered to rigorous systematic review and meta-analysis
protocols to provide a meticulous and in-depth analysis. A comprehen-
sive search was conducted across various key bibliographic databases
such as ScienceDirect, Scopus, IEEE Xplore, arXiv, and Hindawi to
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ensure broad coverage of relevant research, providing valuable insights
into multisource information fusion in smart sustainable cities.

2.2.1. Search strategy
From 2010 through April 2024, research from databases like Sci-

enceDirect, arXiv, IEEE Xplore, Scopus, and Hindawi was scrutinized.
The focus was on studies related to MSIF in smart sustainable cities,
using a Boolean search with terms like ‘‘multisource information fu-
sion’’ and ‘‘smart sustainable cities’’ to collect a wide range of pertinent
studies. Significant foundational works, even those published before
2010 that are crucial to the field – such as foundational theories in in-
formation fusion from established articles and well-known frameworks
like JDL and Dasarathy – were also considered in the review.

2.2.2. Criteria for inclusion and exclusion

The inclusion criteria specified:
-Articles must be written in English and published in respected aca-
demic journals or at conference proceedings.
-Research must be specifically related to multisource information fusion
within the context of smart sustainable cities.
-The studies should substantially deepen the comprehension of mul-
tisource information fusion in these urban environments by leverag-
ing different information fusion techniques, architectures and hybrid
frameworks.
The exclusion criteria ruled out:
- Non-English articles.
-Studies that only slightly touch upon data fusion in smart cities.
- Reviews and empirical studies that are narrowly focused on particu-
lar hypotheses without contributing significant insights or innovative
proposals.

2.2.3. Study selection process
Following PRISMA guidelines as shown in Fig. 2, the study em-

ployed a methodical selection approach. Initially, duplicate entries
were eliminated using Mendeley software. This was followed by scru-
tinizing titles and abstracts to determine their relevance. Initially, 330
articles were identified, reduced to 312 after duplicates were removed.
Detailed scrutiny of titles and abstracts reduced this number to 253 for
full-text review, ultimately refining down to 231 articles that provided
a thorough understanding of the research topic.

2.3. Overview of smart sustainable cities applications through multisource
information fusion

This section explores the applications of multisource information
fusion (MSIF) in smart sustainable cities, highlighting its role across
various urban domains. MSIF integrates diverse data sources to provide
a holistic evaluation of urban systems, thereby enhancing their effi-
ciency and sustainability. By merging data from multiple sources, MSIF
improves living standards, facilitates urban management, and promotes
environmental sustainability.
Smart Living Applications

Smart living focuses on enhancing urban quality of life through the
integration of MSIF technologies in healthcare, home automation, and
community services. This includes monitoring health conditions using
sensors and data fusion to offer comprehensive healthcare solutions, au-
tomating homes with intelligent systems that learn from user behaviors
and environmental data, and creating connected community networks
that enhance public engagement and service delivery.
Urban Area Management

MSIF applications in urban management involve the use of data
from various sources for efficient city governance and infrastructure
management. This includes systems for intelligent building manage-
ment that adapt to usage patterns, fire detection systems that integrate

data from multiple sensors to improve safety, and comprehensive urban
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planning tools that use MSIF to analyze extensive datasets for better
urban development strategies.
Environmental Sustainability

In the environmental sector, MSIF helps manage resources and
monitor urban environments effectively. Applications include pollution
monitoring systems that consolidate data from multiple air quality
sensors, waste management systems that optimize routes and schedules
based on real-time data, and water quality management that uses
sensors across water bodies to ensure safety and sustainability.
Industrial Applications

Industrial applications of MSIF enhance operational efficiency and
sustainability in manufacturing and agriculture. This includes predic-
tive maintenance systems that use data from various machine sensors
to foresee and prevent breakdowns, and precision agriculture systems
that integrate soil, weather, and crop data to optimize farming practices
and resource use.
Economic Development

Economic applications of MSIF in smart cities enhance the efficiency
of commercial activities through better data integration. This encom-
passes supply chain management systems that use real-time data fusion
to streamline operations, dynamic pricing models based on multisource
market data, and enhanced customer relationship management systems
that integrate consumer data across multiple platforms.
Human Mobility and Transport

MSIF improves transportation systems by integrating data from
various transportation modes and traffic sensors to manage traffic
flow, optimize public transport, and provide real-time navigation aids,
thereby enhancing mobility and reducing congestion in urban areas.
Infrastructure Optimization

This sector uses MSIF to manage and optimize critical urban in-
frastructure like power grids, water systems, and public facilities by
integrating data from various infrastructure sensors to predict mainte-
nance needs, enhance resource allocation, and ensure reliable service
delivery.

These applications showcase how multisource information fusion
can significantly enhance the functionality, sustainability, and livability
of smart sustainable cities across multiple domains. To better illustrate
these concepts, we present a figure depicting the layered infrastructure
of smart sustainable cities. As shown in Fig. 3, the infrastructure of
smart sustainable cities consists of several key layers:

-Sensing Layer: This layer consists of various sensors deployed through-
out the city to collect data on different aspects such as air quality, traffic
flow, and energy usage.
-Transmission Layer: Responsible for transmitting the collected data
to central processing units using wired or wireless communication
networks.
-Blockchain Layer: Ensures secure and transparent data transactions
across the network, enhancing data integrity and trust.
-Data Management Layer: Involves storing, processing, and analyzing
the data to extract valuable insights.
- Smart Application Layer: Utilizes the processed data to develop in-
telligent applications for healthcare, transportation, environment mon-
itoring, and more.

This layered approach ensures that smart sustainable cities can
effectively utilize MSIF to improve urban living standards and sustain-
ability.

3. MSIF techniques and approaches

Multisource Information Fusion (MSIF) integrates data from various
sources to create comprehensive, accurate, and actionable informa-
tion. MSIF techniques are invaluable in smart sustainable cities, where
diverse data streams require intelligent and efficient integration to
support decision-making. This section explores the primary architec-
tures, models, theories and approaches used in MSIF, highlighting
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Fig. 2. A diagram illustrating the identification, screening, and inclusion of relevant studies.
their unique characteristics and how they can be leveraged in ur-
ban environments. Currently, there are many widely recognized data
fusion architectures and classification standards. These frameworks
offer structured approaches for integrating data from multiple sources.
Fig. 4 illustrates different architectures and classification standards
for data fusion technology. To delve deeper into the specific types of
fusion architectures, Fig. 5 categorizes them into three main groups:
data-level, feature-level, and decision-level fusion. This classification
underscores the range and depth of fusion approaches available in
MSIF, showcasing how each category plays a crucial role in the context
of smart sustainable cities.

3.1. MSIF architectures

MSIF draws inspiration from various fields, including signal pro-
cessing, information theory, statistical estimation and inference, and
AI. Traditional fusion methods are primarily based on statistical infer-
ence and estimation theory, providing a solid theoretical foundation
for MSIF. Recent advancements in AI and information theory have
led to significant progress in MSIF techniques. To better understand
5 
these advancements, Table 1 offers insights into key methodologies,
challenges, and technological developments within MSIF. The methods
are categorized into three main types, each defined by the level at
which information sources are processed:
- Data-Level Fusion: [43] The lowest level fusion combines raw data
from different sources to create a unified dataset that can be processed
holistically. The attribute decision at this stage involves determining
how to efficiently combine these data streams, considering factors like
data alignment and normalization to reduce preprocessing needs. This
approach is most effective when dealing with homogeneous data or
when data pre-processing is minimal. In sustainable smart cities, data-
level fusion can be beneficial in real-time traffic management systems
that aggregate data from traffic cameras, GPS devices, and traffic signal
controllers to offer a live overview of the traffic flow.
- Feature-Level Fusion: [44] Feature-level fusion extracts relevant fea-
tures from individual data sources before merging them into a single
feature vector. The attribute decision here focuses on the selection
and integration of the most informative features, ensuring that the
combined feature vector maximally represents the underlying data for
subsequent analysis. This technique provides a more abstract represen-
tation of the data, allowing advanced machine learning algorithms to
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Fig. 3. Smart sustainable city layered infrastructure.
find correlations that would otherwise remain undetected. For example,
feature-level fusion can be used to analyze environmental data from air
quality sensors and weather stations to develop predictive models for
air pollution.
- Decision-Level Fusion: [45] Decision-level fusion consolidates the re-
sults of independent classifiers or decision-makers to reach a final
decision. The attribute decision in this context involves choosing the
optimal way to combine these independent results to leverage their
strengths and mitigate any weaknesses, thus enhancing the reliability
of the final decision. This approach is useful when individual sources
provide distinct yet complementary insights into a problem. In the con-
text of smart cities, decision-level fusion can combine traffic incident
reports, weather forecasts, and emergency response data to coordinate
rescue efforts during natural disasters. In addition to these levels, other
fusion methods further enhance the accuracy and effectiveness of the
MSIF process:
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- Hybrid Fusion: [46] Hybrid fusion combines two or more of the
techniques above to improve the overall accuracy and robustness of
the fusion process. It leverages the strengths of different fusion levels
to provide comprehensive and accurate insights. For instance, a hybrid
approach can first apply feature-level fusion to aggregate data before
employing decision-level fusion to refine predictions made by multiple
models. In the healthcare sector, hybrid fusion could assist in the
predictive modeling of disease outbreaks.
- Context-Aware Fusion: [47] Context-aware fusion incorporates contex-
tual information into the fusion process, enhancing decision-making by
understanding the specific circumstances under which the data is col-
lected. For example, integrating data from social media, news outlets,
and IoT devices with contextual information about urban demographics
allows better modeling of emergency responses in densely populated
urban areas.
- Machine Learning-Based Fusion: [48] Machine learning-based fusion
relies on algorithms that can learn the optimal ways to combine data
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Table 1
Comparison of MSIF surveys in terms of methodologies, challenges, and technological advancements.

Refer-
ences

Objectives of MSIF Fusion techniques Data types Challenges addressed Case studies Emerging trends Technological
innovations

Future directions Gaps in the study

[36] – Data association
T1, state
estimation T2,
decision fusion T3,
and classification
T4.

- Sensor data,
IoT data, big
data.

- Data quality, data
representation, data
privacy and security.

– – - Communication
technologies (5G,
WSN, LPWAN,
NB-IoT) and
data mining
techniques.

- Improving data
quality, enhancing
data representation,
and ensuring data
privacy and security.

- The need for
enhanced sensing
coverage and
longevity to ensure
data quality,
addressing the
challenges of data
representation for
effective integration.

[37] – - Fuzzy
reasoning-based
fusion,PredRNN
and
GC-PredRNN-based
fusion, hybrid
fusion (fusion
based on
convolutional
neural networks,
decision-based
(voting) fusion,
Bayesian fusion,
Dempster–Shafer
fusion), Kalman
filtering and
learning-based
fusion.

- Environmental,
transportation,
social,
infrastructural
data, sensor
data, geographic
information

- Data heterogeneity,
quality control,
privacy, scalability,
interpretability of ML
models.

- Traffic
management,
environmental
monitoring, urban
livability, emergency
response.

- IoT, big data,
data mining,
information
fusion,
sustainable
urban
development.

– - Enhancing urban
management
practices, optimizing
resource allocation,
improving quality of
life.

-A scarcity of
literature on critical
areas such as
Cyber–Physical
Systems for disaster
prevention, traffic
management systems,
and the role of
mobile intelligent
actors in social
computing. -The
integration and
interoperability of
diverse data sources
and systems.

[38] – - Sensor fusion,
feature-based data
fusion, decision
fusion.

- Physical data
sources, cyber
data sources,
participatory
sources, hybrid
data sources.

– -Crowd monitoring,
automation
applications.

– - synchronization
of temporal
algorithms, data
integrity, data
security,
confidentiality
mechanisms.

– -The need for
holistic data fusion
architectures,
advanced fusion
technologies, and
in-depth research on
data fusion
techniques at every
stage of the data
value chain.

[39] – -
Probabilistic-based
methods (e.g.,
Kalman filter and
its variations),
Evidence
reasoning-based
methods, (e.g.,
Dempster–Shafer
theory).

- Heterogeneous
data types
include location,
images, speed,
flow, weather,
and sensor data.

- Data missing,
redundancy, delay,
anomalies, datasets
normalization, and
sensor data
translation into
formal languages

- Various real-life
environments and
simulations across
different ITS
applications such as
fatigue detection,
flow prediction,
bandwidth
allocation, tracking,
and 3D object
detection.

- Multi-sensor
data sources,
hierarchical
fusion structures,
adaptive and
federated
Kalman filter
fusion models,
and integration
of time-varying
information.

– - Strengthening
safety and reliability
in ITS, improving
robustness and
accuracy, and
reducing potential
road accidents.

-Research gaps
include the need for
more efficient data
processing,
fault-tolerance, and
the handling of
incorrect data from
sensors.

[40] – - Methods for data
fusion include
aligning input data
both temporally
and spatially,
associating data,
and employing
data mining
techniques.

- Various data
sources including
real-time point
and wide-area
traffic flow
sensors,
commercial
vehicle
transmissions,
and
roadway-based
weather sensors.

- Feasibility,
effectiveness, and
usefulness assessment
of DF approaches
accuracy, dynamic
and real-time aspects
of traffic, and data
quality.

– - Integration of
wireless
technologies for
easier reporting
and access to
customized
information, and
enriching
available
information on
traffic situation.

– - Increased collection
of usable data from
different sources,
evaluation of
benefits of DF
through successful
practical applications.

-Accuracy necessary
for effective
application, real-time
dimension, and
assessment of
benefits through
practical applications.

[41] – -The integration of
the data collected
from these IoT
and sensor-based
sources with other
data systems, such
as geographic
information
systems (GIS).

- Product
lifecycle data.
-Service
information.

- Limited case
studies on SC
sustainability. -The
need for on-time
waste collection,
separation, and
integration of
different waste
management systems.
- Real-world
validation of the
framework.

- Smart cities in
Spain. -Energy
project in Bolzano,
Italy.

- Circular
economy. - The
sharing
economy. -
Industry 4.0.

- Cyber–physical
systems (CPS),
blockchain
technology, and
Internet of
Things (IoT).

- Consideration of
regulation, policy,
product design
strategies, and
technology. - Tuning
the framework for
different waste types.
- Validation with
real-world case
studies.

- Different waste
types require specific
management systems.
- Infrastructure for
data collection needs
further study.
- Political, legal, and
commercial barriers.

[42] - To improve the
efficiency of
performance
management of
power enterprises
through the MSIF
model.

-Data-level fusion.
-Model-level fusion.
-Decision-level
fusion.

- Level fusion.
-Electrical
quantity.
-Process
quantity. -State
quantity. -Wind
speed. -Reactive
power. -Cabin
and outdoor
temperature.

- Redundancy and
noise in initial data,
ensuring data quality
and effectiveness,
preprocessing and
classification of data.

– Big data
analytics for
smart
manufacturing,
integration of
big data into
corporate
decision-making.

- Algorithms for
big data
processing (e.g.,
MP-Hermite,
BPNN),
visualization
techniques for
complex data.

- Refinement of
performance
evaluation indexes,
more comprehensive
reflection of
enterprise
performance
evaluation.

- Not refined enough
performance
evaluation indexes,
partially reflecting
enterprise
performance
information.

Our
contem-
porary
survey

- To revolutionize
MSIF strategies for
enhanced urban
planning and
sustainability
through the
introduction of our
Advanced
Hierarchical and
Multi-Dimensional
Classification
Framework.

- Hierarchical and
multi-dimensional
classification,
integration of
real-time and
historical data
fusion, advanced
AI-driven analytics.

- Extensive
urban datasets
including traffic
sensors, satellite
imagery, social
media content,
citizen-generated
data,
environmental
sensors, and
administrative
records.

- Complex data
integration,
scalability across
diverse urban
environments,
ensuring data
security, enhancing
privacy protections,
and improving
interoperability
among heterogeneous
data systems.

- Detailed case
studies on urban
traffic management,
resource
distribution,
environmental
monitoring, and
public safety
improvements.

- Edge
computing for
faster data
processing,
predictive
analytics for
proactive urban
management, AI
for autonomous
decision-making,
IoT integration
with urban
infrastructures.

- Deployment of
neural networks
for pattern
detection and
analysis, use of
blockchain for
secure data
transactions and
smart contracts
for maintaining
data integrity,
and advanced
algorithms for
efficient
real-time data
processing.

- Expanding the
framework to
accommodate
emerging
technologies like
quantum computing
for data processing
and AI advancements
for smarter analytics.
Developing
interoperable
standards to facilitate
broader integration
of MSIF across
various platforms
and international
boundaries.

- Our survey fills
significant gaps by
addressing the need
for comprehensive
data fusion
architecture and
practical, scalable
integration strategies.
7 
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Fig. 4. Various data fusion architectures and technology categorization standards.
from different sources. Deep learning models, in particular, excel at
discovering intricate patterns in multisource datasets. Convolutional
Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) [49]
have been successfully applied to analyze imagery, sensor, and tex-
tual data simultaneously to support comprehensive decision-making in
urban planning.
- Bayesian Fusion: [50] Bayesian fusion uses probabilistic models to
merge data based on conditional probabilities. It is particularly effec-
tive in situations where data sources have varying levels of reliability.
Bayesian networks or belief networks model the relationships among
various data sources, providing a more realistic representation of un-
certainty. This technique is widely used in security systems for anomaly
detection and surveillance in public spaces.

3.2. Models of MSIF

3.2.1. JDL model and its evolution
The Joint Directors of Laboratories (JDL) model is structured around

data fusion processes, including correlation, filtering, and association.
This model organizes data fusion into five sequential stages: source pre-
processing (level-0), object refinement (level-1), situation refinement
(level-2), threat refinement (level-3), and process refinement (level-4),
as depicted in Fig. 6. The model is designed so that data progresses from
data sources to a human–computer interface, making the utilization of
contextual information essential for advancing from low-level to high-
level fusion tasks. In 1998, the Data Fusion Information Group (DFIG)
model was introduced as an important enhancement to the JDL model
to better incorporate contextual information. The DFIG model added
capabilities for data fusion and resource management, emphasizing
user interaction as observers to help contextualize during the data fu-
sion process [51]. A further revision in 2004 led to the reassessment of
the DFIG-enhanced JDL model [52], pinpointing several shortcomings
such as the need for users to apply varied skills – perception, task
rules, and cognition – to manage different tasks, with many systems
tailored only to specific requirements. Post-2004, the focus shifted
towards enhancing information management, advanced visualization,
data mining, and the integration of teamwork, prioritization, and coor-
dination in fusion system design. These enhancements aimed to tackle
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the challenges of fusion and resource management within the DFIG
framework.

Subsequent expansions in 1998 and 2004 addressed several of
the JDL model’s initial limitations, which overly emphasized data
(input/output) at the expense of processing and faced restrictive con-
straints. Despite these enhancements, practical applications of the JDL
model still encounter challenges. In response, the Dasarathy model [53]
was developed to view fusion systems from a software engineering per-
spective, treating them as data flows characterized by inputs/outputs
and functions. This model is primarily utilized for optimal decision-
making in multi-sensor target recognition and tracking, seeking to fuse
data from a network of sensors in parallel within a recursive system
structure to enhance decision reliability [54]. Addressing decision reli-
ability further, Goodman and al. [55] proposed a fusion model based
on random sets, integrating decision uncertainty directly into the fu-
sion process and offering a comprehensive framework for representing
uncertainty.

3.2.2. Bowman data fusion and resource management framework
The Bowman Data Fusion&Resource Management (Df&Rm) model,

introduced by Bowman [56] in 1980, presents a versatile data fusion
architecture aimed at resolving issues related to multi-sensor, multi-
target identification, and tracking. Although the JDL model has been
effective in various data fusion applications, Bowman observed that
it had limited influence on the architectural development of practical
systems. As a result, Bowman proposed the concept of a data fusion
hierarchy tree, which breaks down fusion problems into nodes. Each
node conceptually includes functions such as data linking, estimation,
and association. In the Bowman Df&Rm model, data processing is
based on correlation assumptions and prior information to evaluate
the impact of uncertain and unknown targets on data and decision
outcomes. The model incorporates a structure that includes hypothesis
generation and evaluation feedback (hypothesis validation), as illus-
trated in Fig. 7. Additionally, the Bowman Df&Rm model highlights
the duality between estimation and control, where data fusion and re-
source management systems are achieved through the combination and
management of interactions between network nodes. This interaction
interprets various data types, sources, models, and conclusions distinct
within the Bowman Df&Rm architecture. Within this model, the process
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Fig. 5. Three categories of fusion architectures and their comparison.
Fig. 6. The JDL framework for data fusion.
refinement function considered a component of resource management
functions, corresponds to the fourth level in the JDL model as revised
in 2004.

3.2.3. Luo-Kay model
Luo and Kay [57] proposed a versatile data fusion framework

centered on multi-sensor integration. In this framework, data from
multiple sources is systematically combined within embedded fusion
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centers arranged hierarchically. They distinguished between multi-
sensor integration, which leverages information from multiple sensors
to support specific tasks, and multi-sensor fusion, which involves the
actual combination of data at various integration stages. Fig. 8 delin-
eates Luo and Kay’s structured approach to multi-sensor integration
and fusion. In this framework, sensor data is systematically relayed
to hierarchical fusion centers, where it undergoes a layered fusion
process. This methodical approach is pivotal in synthesizing data from
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Fig. 7. Bowman data fusion and resource management framework.
Table 2
Properties of data fusion layers.

Characteristics Signal level Pixel level Feature level Symbol level

Information
representation level

Low Low Medium High

Type of sensor data Multidimensional signals Multiple images Extracted features from signals/images Decision logic from signals/images

Sensor data model Noisy random variable Random process
across pixels

Non-invariant feature forms Symbols with degrees
Fig. 8. Luo and Kay’s structural model.

various sensors to generate a detailed understanding of observed phe-
nomena. The Information System, integral to this process, incorporates
comprehensive databases and sophisticated algorithms to manage data
flow and enhance quality at each stage of integration. Within the
Information System, advanced algorithms are employed not only to
ensure the precision and coherence of the data but also to maintain
stringent security protocols that safeguard data integrity and adhere to
regulatory standards. As data progresses through the fusion centers, it is
transformed from raw signals into progressively more sophisticated and
abstract forms, culminating in symbolic representations that provide
actionable insights.

The progression of data through the Information System is crucial
for effectively handling and interpreting diverse data types, ensuring
comprehensive integration and meaningful analysis. Table 2 in the
manuscript provides a systematic comparison of these fusion levels,
detailing how each contributes to the overall functionality and effec-
tiveness of Luo and Kay’s model, emphasizing the seamless transition
from raw data collection to advanced information synthesis.

3.2.4. Pau model
The Pau model, characterized by a typical hierarchical architec-

ture, employs a data fusion approach grounded in behavioral knowl-
edge [58]. Initially, feature vectors are extracted from raw data and
10 
Fig. 9. Pau’s approach for fusing sensor data.

aligned with defined attributes. These vectors are then combined and
analyzed at the sensor characteristic fusion and data analysis levels,
culminating in a decision stage where behavioral rules are applied
based on explicit combination outputs. The Pau model is depicted in
Fig. 9 and consists of three display levels, starting with each sensor
having a vector space that includes coordinates and measurement pa-
rameters, followed by feature extraction and labeling, and culminating
in the association of feature vectors with events and the definition of
environmental models and fusion strategies.

3.2.5. Thomopoulos fusion framework
Thomopoulos [59] proposed a data fusion architecture composed of

three distinct modules, each responsible for integrating data at different
levels:

– Signal Level Fusion: This level involves data correlation achieved
through learning processes, primarily because no mathematical
model is available to describe the measured phenomenon.
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Fig. 10. Thomopoulos’s framework for fusing data.
Fig. 11. The waterfall framework for sequential progression.
– Evidence Level Fusion: At this stage, data is combined at vari-
ous inference levels using a statistical model. This level is tai-
lored to meet the user’s requirements, such as decision-making
or hypothesis testing.

– Dynamics Level Fusion: Here, data fusion is performed using an
existing mathematical model to guide the process.

These levels of fusion can be implemented either sequentially or in-
terchangeably, depending on the application. For objectives such as
continuous health monitoring of machinery, data fusion can initially oc-
cur at the signal level. However, for making comprehensive decisions,
a higher level of data integration, such as evidence fusion, is required.
This approach is essential when decisions must be derived from a broad
analysis of the signals. Fig. 10 illustrates the overall architecture of this
process.

Thomopoulos highlights that for a data fusion system to function
effectively, it must adhere to three essential principles:

– Information Monotonicity: As more information is added, the
system’s performance should improve.

– Cost Efficiency: The costs should increase proportionally with the
amount of data processed and integrated.

– Resilience to Pre-existing Uncertainties: The system needs to ef-
fectively manage initial uncertainties present before the fusion of
data.

In addition, operational considerations such as data transmission de-
lays, communication errors, and the accurate alignment of data in both
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space and time are crucial for the data fusion system’s effective opera-
tion. These factors significantly influence the system’s performance and
dependability.

3.2.6. The waterfall framework
Harris [60] introduced a hierarchical architecture frequently

adopted by the data fusion community, known as the waterfall model.
This model is depicted in Fig. 11, illustrating the flow of data from the
initial data level to the final decision-making level. The sensor system
receives continuous updates via feedback from the decision-making
module. This feedback informs the multi-sensor system about necessary
recalibration, reconfiguration, and data collection.
The waterfall model consists of three representation levels:
Level 1: Raw data is transformed to provide essential environmental
information. To perform this transformation, models of the sensors
and, whenever possible, models of the phenomena being measured are
utilized. These models may be derived from experimental analysis or
physical laws.
Level 2: This level involves feature extraction and the fusion of these
features. The goal is to derive symbolic inferences from the data, min-
imizing the amount of data while maximizing the information content.
The output is a list of estimates, each with associated probabilities and
confidence levels.
Level 3: This level associates objects with events, compiling possible
actions based on the gathered information, available libraries and
databases, and human input.

Below is a visual representation of the waterfall model: This hierar-
chical approach enables a structured flow of data processing, ensuring
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Fig. 12. The omnibus framework for fusing data.
that each stage refines and improves the information before reaching
the decision-making phase.

3.2.7. Omnibus data fusion model
Bedworth and O’Brien [61] propose an alternative framework

known as the Omnibus model. This hybrid model integrates elements
from the Boyd loop, Dasarathy, and Waterfall models. As shown in
Fig. 12, the Omnibus model comprises four primary modules, each
designed to tackle different tasks in data fusion and achieve specific
functional objectives. The Boyd control loop is described as an iterative
process consisting of four stages: observe, orient, decide, and act,
functioning in a continuous loop. In contrast, the Dasarathy model
includes three fundamental levels of data fusion: data, feature, and
decision levels. The Omnibus model combines these approaches to
provide a comprehensive framework for data fusion.

3.2.8. Distributed data fusion using blackboard architecture
Schoess and Castore [62] present a distributed blackboard model for

data fusion. As illustrated in Fig. 13, this model connects two sensors
(s1 and s2) to multiple transducers (T). These sensors are overseen
by a supervisor who manages conflicting sensor measurements, often
based on the confidence levels attributed to each sensor. The trans-
ducers collect comprehensive information from the physical system
under study, such as temperature and pressure. The fusion algorithm
then generates a value, F, which relies on the data from the two
sensors. Supervisors assign confidence levels to each sensor’s readings.
This approach can be conceptualized as a database containing sensory
information, facilitating communication between various knowledge
sources.

3.3. MSIF theories and methodologies

3.3.1. Traditional approaches in fusion theory
Classical information fusion theory primarily relies on mathematical

techniques for statistical reasoning and estimation. These methods are
particularly useful for processing and integrating incomplete data, such
as inconsistent data types, low data credibility, and incomplete infor-
mation. Table 3 presents a compilation of commonly utilized symbols
within this specific section.
a. Fusion Through Probabilistic Modeling

Fusion methods based on probabilistic modeling were among the
first theories applied in information fusion and remain the most widely
used standard in the field [63]. These methods typically utilize Bayesian
rules to combine prior knowledge with observational data. By em-
ploying probabilities to describe both the observed information and
the necessary processing steps, these methods apply specific rules to
12 
Fig. 13. The blackboard system for distributed data fusion.

Table 3
Symbols referenced in this section.

Symbol Description

P(H) Event probability H
m(⋅) Degree of evidence support
𝜇𝐹 (𝑥) Function for fuzzy membership
B∗(𝑇 ) Approximation of T with conservatism
𝛩 Framework for recognition
E Available evidence
T Set of interest in rough set theory
B∗(𝑇 ) Upper bound approximation of T

synthesize this information into final decisions and comprehensive
descriptions. In practice, probabilistic data fusion often hinges on
Bayesian principles to merge prior information with new observations.
Consequently, these methods are frequently referred to as ‘‘Bayesian
fusion’’. However, there are multiple approaches to combining proba-
bilistic information. Techniques such as Kalman filters, extended filters,
sequential Monte Carlo methods, and density estimation functions can
all serve as rules for multisource information fusion [64]. As a statistical
inference method, Bayesian probability theory unifies all types of
uncertainties into a single probability measure. It calculates the proba-
bility of a hypothesis being true by combining the prior probability of
the hypothesis with the conditional probability of observed events. In
smart sustainable cities, this can apply to scenarios like predicting low
traffic congestion (H1) or high traffic congestion (H2), with relevant
observations (evidence E) such as vehicle counts, weather conditions,
and road incidents. Mathematically, Bayesian inference is represented
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as:
⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑃 (𝐻𝑖 ∣ 𝐸) =
𝑃 (𝐸 ∣ 𝐻𝑖)𝑃 (𝐻𝑖)

∑

𝑖 𝑃 (𝐸 ∣ 𝐻𝑖)𝑃 (𝐻𝑖)
=

𝑃 (𝐸 ∣ 𝐻𝑖)𝑃 (𝐻𝑖)
𝑃 (𝐸)

𝑃 (𝐻1) + 𝑃 (𝐻2) = 1, and 𝑖 ∈ [1, 2]

(1)

here, 𝑃 (𝐻𝑖 ∣ 𝐸) denotes the posterior probability that the hypothesis
𝑖 is true given the evidence E (e.g., the probability of high traffic

ongestion after observing vehicle counts), 𝑃 (𝐻𝑖) indicates the prior
robability that the hypothesis 𝐻𝑖 is true, and P(E) represents the
onditional probability of observing the evidence E. When multiple
ieces of evidence 𝐸1, 𝐸2,… , 𝐸𝑛 are present, the Bayesian estimator
ecursively combines them to update the probability distribution or
ensity of the system’s state or decision outcome [65]. For example, in
etermining whether air quality is good (𝐻1) or poor (𝐻2), multiple
bservations like PM2.5 levels,1 temperature and humidity can be
ombined. The probabilities of these observations are denoted as 𝑝(𝐸1),
(𝐸2), . . . , 𝑝(𝐸𝑛). The probability of poor air quality can be calculated
y integrating these observations.

(𝐻1 ∣ 𝐸1, 𝐸2,… , 𝐸𝑛) =
𝑃 (𝐻1)

∏𝑛
𝑖=1 𝑃 (𝐸𝑖 ∣ 𝐻1)

𝑃 (𝐸1, 𝐸2,… , 𝐸𝑛)
(2)

However, evaluating the prior distribution and normalization term
ften involves complex integrals, which limits the direct application of
robability-based fusion methods. The Kalman filter, a type of Bayesian
ilter, simplifies this by providing an exact analytical solution, making
he computation of fusion results easier. This simplicity and ease of im-
lementation have made the Kalman filter a popular choice for proba-
ilistic fusion. However, like other least squares estimators, the Kalman
ilter is sensitive to outliers, making it unsuitable for applications with
oorly parameterized error characteristics. Therefore, extensions of the
alman filter, which often use approximation techniques, are employed

o handle data fusion in nonlinear systems.
For example, the Extended Kalman Filter (EKF) [66] and the Un-

cented Kalman Filter (UKF) [67] address data processing challenges in
onlinear systems by applying first- and second-order approximations
o the original Kalman filter. However, these methods can only manage
onlinear problems within a limited scope due to their approximation
ange. To address this, Stone et al. [68] proposed a grid-based method
o approximate nonlinear probability density functions. Nonetheless,
his approach faces a rapid increase in computational complexity as
ata dimensionality rises. To address nonlinear system data fusion
roblems, extensions of the Kalman filter, such as the Extended Kalman
ilter (EKF) and the Unscented Kalman Filter (UKF), apply first- and
econd-order approximations. However, these methods are limited to
andling nonlinear problems within a certain scope. Stone et al. pro-
osed a grid-based method to approximate nonlinear probability den-
ity functions, but this approach suffers from increased computational
omplexity with higher data dimensionality.

To mitigate the ‘‘curse of dimensionality’’, the Markov Chain Monte
arlo (MCMC) algorithm [69] was developed. This algorithm reduces
he complexity of approximating high-dimensional densities by evolv-
ng samples through a Markov chain, rather than relying on inde-
endent random computations at each step. In this framework, the
arkov chain consists of a sequence of random samples generated

ccording to a transition probability (kernel) function with Markov
roperties. This means that the transition probabilities between sample
alues rely solely on the current state of the sample. Consequently,
ell-constructed Markov chains can converge to a specific stationary
istribution with respect to the sampled values.

. Theory of Belief Functions

1 PM2.5 refers to particulate matter with a diameter of 2.5 micrometers or
maller, often used as an indicator of air pollution levels.
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Belief functions theory, rooted in Dempster’s work [70] on the
reliability of source states in multisource information fusion (MSIF)
and formalized by Shafer, provides a framework for evidence-based
reasoning [71]. This theory encompasses Dempster–Shafer Theory [72]
(DST) and Dezert–Smarandache Theory [73] (DSmT), which assign be-
liefs and plausibilities to measurement hypotheses and define rules for
fusing uncertain and imprecise data. These concepts extend Bayesian
theory by handling probability mass functions. Garvey et al. [74] first
applied this theory to information fusion in 1981.

In MSIF [75], the term ‘beliefs’ includes indicators like reliability,
truthfulness, and dependence:
-Reliability in MSIF is the consistency and stability of information from a
source. Reliable sources provide consistent, interference-resistant data,
while unreliable ones can lead to inaccurate judgments and predictions,
affecting system accuracy and credibility.
-Truthfulness measures how closely information aligns with reality.
False data can deceive the system, resulting in unreliable outcomes and
significantly impacting performance.
-Dependence in MSIF refers to the interconnectedness of sources, where
one source’s information influences another. Properly accounting for
these interdependencies can enhance the system’s robustness and sta-
bility, while overreliance on a single source can lead to imbalanced and
inaccurate results.

In practical use, unlike probability fusion based on Bayesian in-
ference, belief functions theory has the advantage of providing infor-
mation at different levels of detail. For example, in tasks involving
human behavior recognition, the results can range from broad cate-
gories such as static and motion states to specific actions like lying,
sitting, standing, walking, running, and jumping [76]. To illustrate,
consider a set 𝛩 = {𝜃1, 𝜃2,… , 𝜃6} representing these six postures. Using
a basic belief assignment function 𝑚 (Adhering to Eq. (3)), confidence
levels are systematically assigned to all potential recognition results:

𝑚(∅) = 0,
∑

𝐻⊆2𝛩
𝑚(𝐻) = 1 (3)

Here, 2𝛩 = {∅, {𝜃1}, {𝜃2},… , {𝜃6}, {𝜃1 ∪ 𝜃2}, {𝜃1 ∪ 𝜃3},… , 𝛩} denotes
the power set of 𝛩, which includes all subsets. The function 𝑚(𝐻)
indicates the degree of support for different propositions based on
current evidence 𝐸. Impractical states, such as ‘‘both running and
lying’’, have belief values set to zero, while valid states are referred
to as focal elements.

When combining multiple sources of information, each source is
treated as independent evidence with its own basic belief assignment
function. For example, if several sensors collect data simultaneously,
each sensor’s output is an independent evidence source 𝐸𝑖 with a corre-
sponding belief assignment function 𝑚𝑖. The integration and processing
of multiple information sources can be accomplished using Dempster’s
rule for evidence combination [77], as described in Eq. (4). In this
context, K denotes the conflict coefficient, which quantifies the degree
of disagreement among recognition results from different evidence
sources. A higher K value indicates greater conflict. If K equals 1, the
rule becomes ineffective.
⎧

⎪

⎪

⎨

⎪

⎪

⎩

𝑚(𝐻) =

∑

𝐻𝑖

∏𝑛
𝑖=1 𝑚𝑖(𝐻𝑖)

1 −𝐾
, 1 ≤ 𝑖 ≤ 𝑛 and 𝐻 ≠ ∅

𝑚(∅) = 0,
𝐾 =

∑

𝐻=∅

∏

1≤𝑖≤𝑛
𝑚𝑖(𝐻𝑖)

(4)

In this Eq. (4), 𝑚(𝐻) represents the combined belief assignment for
proposition 𝐻 . The numerator calculates the belief by considering all
possible subsets 𝐻𝑖 of 𝐻 and combining the belief assignments from
each evidence source. Dempster’s rule provides a structured method for
integrating multiple evidence sources, resolving conflicts, and forming
a unified belief assignment.

While Dempster’s rule in Dempster–Shafer Theory (DST) is effective
for managing uncertain information, it can produce counterintuitive
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results when dealing with highly conflicting evidence in multisource
information fusion (MSIF). To address this, Xiao [78] proposed the
Generalized Evidential Jensen–Shannon (GEJS) divergence to measure
conflicts among multiple evidence sources. This method enhances pre-
cision by assigning appropriate weights to each source, resulting in a
weighted average evidence that is fused using Dempster’s Combination
Rule (DCR) to support robust decision-making.

In comparison, Dezert–Smarandache Theory (DSmT) excels at han-
dling non-exclusive elements, similar to D-Numbers Theory (DNT) [79]
and order-2 fuzzy sets [80]. DNT expands on DST by addressing lim-
itations related to non-exclusive elements. It involves combining ev-
idence from various sources into basic belief assignments using D-
functions [81], which are then processed through combination, nor-
malization, and uncertainty reassignment steps. DNT is advantageous
in dealing with complex uncertainties and non-exclusive elements but
requires significant computational effort and sufficient data.

Additionally, Complex Evidence Theory (CET) has gained atten-
tion for its interpretability in MSIF applications. CET introduces the
Complex Evidence Correlation Coefficient (CECC) for measuring con-
flicts among Complex Basic Belief Assignments (CBBA), leading to the
development of algorithms like CECC-WDMSIF for improved expert
system performance. CET also incorporates quantum frameworks to en-
hance uncertainty reasoning and knowledge representation. Moreover,
the interpretability of Complex Evidence Theory (CET) has attracted
attention within the realm of MSIF applications. For instance, in a
recent study [82] (Ref. [72]), researchers focused on enhancing the
performance of expert systems by introducing a novel metric called
the Complex Evidence Correlation Coefficient (CECC). This coefficient
enables the measurement of conflicts among Complex Basic Belief
Assignments (CBBA) within CET. Additionally, a weighted discounting
multisource information fusion algorithm, CECC-WDMSIF, was devised
based on CECC to bolster the capabilities of CET-based expert systems.
Furthermore, another study [83] explored the integration of quantum
frameworks into CET to address uncertainty in knowledge represen-
tation. This endeavor led to the proposal of a generalized negation
method for quantum basic belief assignments, offering insights into
effective uncertainty measurement and quantum information fusion.
Unlike probabilistic modeling, which assumes uniform distributions,
belief functions theory assigns probabilities only when there is sup-
porting information. This allows for expressing confidence in uncertain
information by allocating the entire mass to the discrimination frame-
work. Therefore, choosing between probabilistic modeling and belief
functions theory depends on balancing the need for data accuracy with
the flexibility of fusion formulas (The theory of belief functions) [84].

c. Theory of Fuzzy Sets
Fuzzy set theory is an effective framework for managing and in-

tegrating data in multisource information fusion (MSIF) tasks, espe-
cially when dealing with complex and uncertain information. Unlike
probability-based methods, fuzzy set theory excels in handling vague
and imprecise data, making it particularly useful when the definitions
of objects or situations are not clear-cut [85]. In the context of MSIF for
smart sustainable cities, this capability is invaluable for dealing with
the diverse and often ambiguous data streams generated by various
urban sensors and systems.

A first-order membership function 𝜇𝐴(𝑥) represents the degree to
which an element 𝑥 belongs to a fuzzy set 𝐴, with values ranging from
0 to 1 [85]. This concept is extended by second-order membership
functions, which describe the distribution of the first-order membership
function across the entire membership space [86].

Operations in fuzzy set theory [87]., such as conjunction (AND)
and disjunction (OR), enable the precise combination of fuzzy sets. For
conjunction, the membership degree of 𝑥 in the conjunctive set 𝐴 ∩ 𝐵
is the minimum of its membership degrees in the two fuzzy sets:
{

(5)
𝜇𝐴∩𝐵(𝑥) = min(𝜇𝐴(𝑥), 𝜇𝐵(𝑥))
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For disjunction, the membership degree of 𝑥 in the disjunctive set
𝐴∪𝐵 is the maximum of its membership degrees in the two fuzzy sets:
{

𝜇𝐴∪𝐵(𝑥) = max(𝜇𝐴(𝑥), 𝜇𝐵(𝑥)) (6)

Adaptive fuzzy fusion rules offer a versatile method for managing
data from conflicting or unreliable sources, which is particularly useful
in scenarios with high levels of conflict. This approach is vital for
information fusion within the context of smart sustainable cities, where
diverse data types from traffic sensors, air quality monitoring systems,
and social media need to be synthesized to ensure thorough situational
awareness [88]. In the application of Multisource Information Fusion
(MSIF) for smart sustainable cities, the fuzzy set theory presents several
benefits:

– Handling Imprecise Data: This theory is adept at modeling
and integrating data that may be uncertain or imprecise, often
found in human-generated inputs and subjective evaluations [85].
For instance, information related to traffic congestion or energy
consumption often lacks precision.

– Linguistic Data Integration: It facilitates the fusion of linguis-
tic descriptions like ‘‘very high’’, ‘‘medium’’, or ‘‘low’’, which
is advantageous for integrating expert insights and subjective
decisions into urban planning [89].

– Enhanced Uncertainty Handling: Utilizing second-order mem-
bership functions, this theory allows for a more precise descrip-
tion of the relationships among different data sets, enhancing the
handling and fusion of uncertainties [86]. This capability is essen-
tial when dealing with data variability in environmental sensors,
public health records, and other urban management systems.

To further illustrate the application of fuzzy set theory, consider the
following equations for a second-order membership function 𝜇𝐵(𝜇𝐴(𝑥)):
{

𝜇𝐵(𝜇𝐴(𝑥)) = 𝜇𝐵(𝑦), where 𝑦 = 𝜇𝐴(𝑥) (7)

Additionally, the representation of adaptive fuzzy fusion rules can
be expressed as:
{

𝜇𝐶 (𝑥) = 𝛼𝜇𝐴(𝑥) + (1 − 𝛼)𝜇𝐵(𝑥), 0 ≤ 𝛼 ≤ 1 (8)

In the realm of smart sustainable cities, fuzzy set theory assists in
handling specific challenges such as [88]:

– Traffic Management: By integrating data from various traffic
sensors and public transportation systems, fuzzy set theory can
help optimize traffic flow and reduce congestion through adaptive
traffic signal control and real-time route planning.

– Environmental Monitoring: Fuzzy set theory aids in fusing data
from multiple environmental sensors to provide accurate and
timely information about air and water quality, enabling proac-
tive measures to address pollution.

– Energy Management: It supports the integration of data from
smart grids, renewable energy sources, and consumer usage pat-
terns to optimize energy distribution and reduce wastage.

Overall, the fuzzy set theory provides a robust method for managing
and integrating uncertain and fuzzy data, making it a valuable tool for
addressing the challenges posed by ambiguous object definitions and
incorporating human expertise in MSIF tasks, particularly in the context
of smart sustainable cities.

d. Theory of Rough Set
Rough set theory is an effective mathematical approach for handling

imprecise, uncertain, and incomplete data. This makes it particularly
valuable for Multi-Source Information Fusion (MSIF) in smart sustain-
able cities. Unlike probabilistic models, which require prior knowledge,
rough set theory works directly with the available data. It enables
the analysis of data granularity and effectively manages uncertainty at
various levels of detail, facilitating robust decision-making in complex
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urban environments [90]. In rough set theory, the approximation of
a target set 𝑇 within a given framework 𝐹𝐵 for a set 𝐵 ⊆ 𝐴 is
expressed as ⟨𝐵∗(𝑇 ), 𝐵∗(𝑇 )⟩. Here, 𝐵∗(𝑇 ) and 𝐵∗(𝑇 ) represent the upper
and lower approximations of the set 𝑇 , respectively, where 𝐹𝐵 describes
a specific set of attributes for the objects. The lower approximation
𝐵∗(𝑇 ) includes all elements that definitively belong to 𝑇 , while the
upper approximation 𝐵∗(𝑇 ) includes all elements that possibly belong
to 𝑇 . These can be mathematically represented as:
{

𝐵∗(𝑇 ) = {𝑥 ∈ 𝑈 ∣ [𝑥]𝐵 ⊆ 𝑇 }

𝐵∗(𝑇 ) = {𝑥 ∈ 𝑈 ∣ [𝑥]𝐵 ∩ 𝑇 ≠ ∅}
(9)

where 𝑈 is the universe of discourse and [𝑥]𝐵 is the equivalence class
of 𝑥 under the indiscernibility relation 𝐵 [90]. Additionally, the bound-
ary region, which represents the elements that cannot be decisively
classified as belonging or not belonging to 𝑇 , is given by:
{

𝐵𝐵𝑁 (𝑇 ) = 𝐵∗(𝑇 ) − 𝐵∗(𝑇 ) (10)

In smart sustainable cities, rough set theory aids in efficiently han-
dling the complexities and uncertainties inherent in data from diverse
sources. For instance, in urban traffic management, rough set the-
ory helps approximate traffic patterns, thereby managing uncertainties
related to traffic flow, congestion, and incidents. This allows city
planners to make more informed decisions based on incomplete or
uncertain data, ultimately improving traffic efficiency and reducing
congestion [91].

Environmental monitoring is another critical application of rough
set theory in smart cities. By approximating pollution levels and man-
aging uncertainties in sensor data collected from air quality monitors,
noise sensors, and weather stations, rough set theory provides a robust
assessment of environmental conditions. This enables city planners
to implement more effective pollution control measures and improve
urban living conditions [92]. Moreover, rough set theory can enhance
the integration and interpretation of data from smart grids, renew-
able energy sources, and consumer usage patterns, optimizing energy
distribution and reducing wastage. This integration supports the de-
velopment of sustainable energy management practices in smart cities,
ensuring a more reliable and efficient energy supply [93]. To quantify
the dependency between attributes in rough set theory, the dependency
degree 𝛾 is used, which measures how much the decision attribute
depends on a set of condition attributes. It is defined as:
{

𝛾𝐵(𝑇 ) =
|𝐵∗(𝑇 )|
|𝑈 |

(11)

where |𝐵∗(𝑇 )| is the cardinality of the lower approximation set and
𝑈 | is the total number of objects in the universe. Furthermore, the
iscernibility matrix is a useful tool in rough set theory for feature
election and data reduction. It is defined as follows for a dataset with
bjects 𝑥𝑖 and 𝑥𝑗 :

{

𝐷𝑀(𝑥𝑖, 𝑥𝑗 ) = {𝑎 ∈ 𝐴 ∣ 𝑎(𝑥𝑖) ≠ 𝑎(𝑥𝑗 )} (12)

where 𝐷𝑀(𝑥𝑖, 𝑥𝑗 ) represents the set of attributes that can distinguish
between objects 𝑥𝑖 and 𝑥𝑗 .

Overall, the rough set theory provides a comprehensive framework
for dealing with the intricacies of multisource information fusion in
smart sustainable cities, providing robust solutions for traffic manage-
ment, environmental monitoring, and energy management. Its ability
to handle uncertain and incomplete data makes it an invaluable tool
for urban planners and policymakers aiming to create more efficient
and sustainable urban environments.

e. Affinity Propagation Clustering for Multisource Information Fu-
sion

Affinity Propagation (AP) is an effective clustering algorithm [94]
for multisource information fusion (MSIF) in smart sustainable cities.
Unlike traditional methods such as k-means, which require prede-
fined cluster numbers, AP dynamically determines the number of clus-
ters based on the data itself. This capability is particularly beneficial
 e
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in MSIF applications, where the exact number of underlying data
sources may be unknown, allowing for more flexible and accurate data
integration and analysis.
- How Affinity Propagation Works

Affinity Propagation (AP) treats each data point as a potential
exemplar and iteratively exchanges messages to determine the best set
of exemplars and corresponding clusters. The algorithm utilizes two
types of messages:

1. Responsibility (r(i, k)): Sent from data point 𝑖 to candidate
exemplar 𝑘, indicating the suitability of 𝑘 as an exemplar for 𝑖.

2. Availability (a(i, k)): Sent from candidate exemplar 𝑘 to data
point 𝑖, indicating the appropriateness of 𝑖 choosing 𝑘 as its
exemplar.

he message updates are computed as follows:

– Responsibility update:

𝑟(𝑖, 𝑘) ← 𝑠(𝑖, 𝑘) − max
𝑘′≠𝑘

{𝑎(𝑖, 𝑘′) + 𝑠(𝑖, 𝑘′)} (13)

– Availability update:

𝑎(𝑖, 𝑘) ← min{0, 𝑟(𝑘, 𝑘) +
∑

𝑖′∉{𝑖,𝑘}
max{0, 𝑟(𝑖′, 𝑘)}} (14)

Advantages of Affinity Propagation

– Automatic Cluster Number Determination: AP does not require
a predefined number of clusters, which is advantageous for MSIF
where the exact number of data sources or clusters is unknown in
advance.

– Compatibility with Non-Euclidean Distances: AP can oper-
ate with various similarity measures, making it adaptable for
different types of data.

– Scalability: The algorithm is computationally efficient and ca-
pable of handling large datasets, making it ideal for real-time
applications in smart cities.

Application in Smart Sustainable Cities
In smart sustainable cities, AP can be applied to cluster data from

arious sensors and information sources. For instance, it can inte-
rate and cluster data from traffic sensors, pollution monitors, weather
tations, and social media feeds to identify patterns and anomalies.
his clustering can help city planners optimize traffic flow, control
ollution, and manage resources effectively. For example, consider a
mart city where data is collected from multiple sensors monitoring air
uality, traffic flow, and weather conditions. Using AP, the similarity
(𝑖, 𝑘) between two data points (e.g., measurements from two different
ensors) could be based on a combination of factors such as the type
f sensor, the geographical distance between sensors, and the time
f measurement. The responsibility and availability messages would
hen iteratively update to identify clusters of sensors that provide
imilar information, helping to detect areas with high pollution levels
r traffic congestion. By leveraging Affinity Propagation, smart city
lanners can gain deeper insights from the integrated data, leading to
ore informed decision-making and improved urban management. This

pproach enhances the robustness and accuracy of MSIF, facilitating the
evelopment of more efficient and sustainable urban environments.

. Theory of Possibility for Multisource Information Fusion
Possibility Theory is an extension of fuzzy set theory that deals

ith the concept of possibility distributions, providing a measure of
ow possible different outcomes are. It is particularly useful in sit-
ations where information is incomplete or uncertain, making it a
aluable tool for MSIF in smart sustainable cities.
How Possibility Theory Works

Possibility theory employs two main functions to handle uncer-
ainty: the possibility measure 𝛱 and the necessity measure 𝑁 . These
unctions are used to evaluate the degree of possibility and necessity of

vents, respectively.
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– Possibility Measure 𝛱 : The possibility measure of an event 𝐴 is
defined as:
{

𝛱(𝐴) = sup
𝑥∈𝐴

𝜋(𝑥) (15)

where 𝜋(𝑥) is the possibility distribution, indicating the degree of
possibility of each outcome 𝑥.

– Necessity Measure 𝑁 : The necessity measure of an event 𝐴 is
defined as:
{

𝑁(𝐴) = 1 −𝛱(𝐴𝑐 ) (16)

where 𝐴𝑐 is the complement of 𝐴. The necessity measure indicates
the degree to which 𝐴 is necessarily true.

Advantages of Possibility Theory

– Handling Incomplete Information: Possibility theory is effec-
tive in managing situations where data is incomplete or missing,
providing robust measures of uncertainty.

– Flexibility: The theory allows for the representation of both
complete certainty and complete ignorance, offering a flexible
framework for dealing with various types of uncertainty.

– Integration with Fuzzy Set Theory: Possibility theory extends
fuzzy set theory, making it well-suited for applications involving
fuzzy data and linguistic variables.

Application in Smart Sustainable Cities
In the context of smart sustainable cities, possibility theory can be

sed to integrate and analyze data from various sources with inherent
ncertainty. For instance, it can be applied to environmental monitor-
ng, where data from sensors measuring air quality, noise levels, and
eather conditions may be incomplete or uncertain. Possibility theory

an help to quantify the uncertainty and provide meaningful insights
or city planners.

For example, consider a smart city scenario where data from air
uality sensors is used to monitor pollution levels. The possibility
istribution 𝜋(𝑥) could represent the degree of possibility of different
ollution levels based on sensor readings. City planners can use the
ossibility and necessity measures to assess the likelihood and necessity
f high pollution levels and take appropriate actions to mitigate the
mpact. By leveraging possibility theory, smart cities can improve their
bility to handle uncertain and incomplete data, leading to better
ecision-making and more effective urban management. This approach
nhances the capability of MSIF to provide reliable and comprehensive
nsights in complex urban environments.

In addition to the established MSIF methodologies, recent studies
ave introduced innovative fusion techniques that significantly en-
ance the management of uncertainty and conflicting evidence within
SIF frameworks. Notably, the development of a novel Quantum
empster’s Rule of Combination (QDRC) [95] integrates quantum
omputing principles into Dempster–Shafer evidence theory. This ap-
roach addresses the exponential increase in computational complexity
ypical of traditional Dempster’s rule as the number of elements in
he identification framework grows. By utilizing quantum circuits,
uch as the Toffoli gate, QDRC significantly reduces this complexity,
nabling more efficient and accurate pattern classification, especially in
eal-time and large-scale applications. The quantum-enhanced method
s demonstrated through experiments on quantum cloud platforms
ike IBM and IonQ, showcasing improved accuracy as the number of
easurements increases.

Furthermore, the introduction of the Fractal Belief Jensen–Shannon
FBJS) divergence [96] and Higher Order Belief Jensen–Shannon
HOBJS) divergence [97] provide refined mechanisms for handling
onflicting evidence, enhancing the accuracy of multisource infor-
ation fusion processes. These methods are particularly effective in
nvironments where data sources frequently conflict, offering robust

16 
olutions for resolving these disputes and improving pattern classifica-
ion outcomes. Lastly, the Higher Order Fractal Belief Rényi Divergence
HOFBReD) [97] combines the principles of fractal structures and
ényi divergence to offer a more detailed and accurate quantification
f belief discrepancies, proving its value in complex and uncertain
nvironments.

.4. Algorithms, data structures, and computational complexity

This subsection delves into the critical algorithms, data structures,
nd computational complexities that underpin multisource information
usion (MSIF) techniques, providing a comprehensive examination of
hese elements in the context of smart sustainable cities.

.4.1. Algorithms employed in MSIF

. Data-Level Fusion:
Convolutional Neural Networks (CNNs): CNNs are extensively utilized

n image data fusion, particularly in urban surveillance and envi-
onmental monitoring. These networks leverage spatial hierarchies in
mage data, enabling the effective combination of inputs from multiple
ources such as camera feeds and satellite imagery. The convolutional
ayers within CNNs apply filters to local regions of the input data,
acilitating efficient processing of large-scale image data—an essential
equirement for real-time applications where speed and accuracy are
aramount.
Kalman Filters: Kalman filters play a crucial role in dynamic systems
equiring continuous data fusion, such as real-time traffic monitoring
r sensor networks within smart cities. These filters offer a recursive
olution to the linear quadratic estimation problem, allowing for the
rediction of a system’s state and its continuous update as new data
ecomes available. The computational complexity of Kalman filters
s linear with respect to the number of state variables, making them
articularly suitable for applications demanding quick and accurate
pdates in real-time environments.

. Feature-Level Fusion:
Principal Component Analysis (PCA): PCA is a statistical technique

employed to reduce the dimensionality of large datasets while retaining
the most significant variance. This method is particularly beneficial in
urban data analytics, where diverse data from sources like air quality
sensors and traffic monitors need to be combined efficiently. PCA
simplifies the fusion process by identifying the most critical features
in the data, thereby reducing computational complexity and enabling
the processing of large datasets without overwhelming computational
resources.
- Autoencoders: Autoencoders are neural networks designed to learn effi-
cient codings of data. In the context of smart cities, autoencoders com-
press large datasets, such as sensor readings, into lower-dimensional
representations before fusion. This compression reduces the computa-
tional load during the fusion process, particularly when dealing with
high-dimensional data, making it an effective tool for managing large
volumes of information in urban environments.

c. Decision-Level Fusion:
- Ensemble Learning Methods: Ensemble learning methods, including
Random Forests and Gradient Boosting Machines, combine the outputs
of multiple classifiers to improve decision-making accuracy. In smart
city applications – where decisions must be made based on a wide
array of data inputs, such as security measures or traffic management –
these methods ensure robustness and reliability. The trade-offs between
the accuracy of these methods and their computational requirements
will be examined, especially in scenarios involving large datasets and

numerous classifiers.
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3.4.2. Data structures

- Hierarchical Data Structures:
Tree-Based Structures: Tree-based data structures are essential for

fficiently managing and retrieving large datasets within MSIF systems.
or example, hierarchical clustering in environmental data analysis
enefits from tree-based structures, which organize data points into
ested clusters. This organization enables quick access and processing
f data, making it particularly useful in applications like urban planning
nd resource management, where large volumes of diverse data must
e handled efficiently.

Graph-Based Structures:
Graphs: Graph-based structures are powerful tools for representing

omplex relationships between data sources and fusion levels. In the
etworks of a smart city, these structures model the interactions be-
ween different entities, such as sensors and databases, and facilitate
fficient data fusion across multiple layers. Graph algorithms, such
s Dijkstra’s or A* for shortest path finding, are applied to optimize
ata flow and processing within MSIF systems, ensuring that the fusion
rocess is both accurate and scalable.

.4.3. Computational complexity

Complexity Analysis
Time and Space Complexities: A detailed analysis of the time and

pace complexities associated with the algorithms and data structures
iscussed will be provided. For instance, the complexity of CNNs will
e examined concerning their depth and the size of their input tensors,
hile the complexity of Kalman filters will be analyzed in relation

o the number of state variables and the speed of convergence. This
nalysis will also address the challenges of scaling these methods to
andle the large volumes of data typical in smart city applications.
Scalability Challenges: As smart cities generate massive amounts of data
t high velocities, ensuring that MSIF methods can scale effectively
s critical. The computational challenges posed by this scale, such as
emory constraints and processing time, will be discussed, along with
otential mitigations through algorithmic optimizations and efficient
ata management practices.

Optimization Strategies:
Algorithmic Refinements: To reduce computational load, refinements

such as pruning techniques in decision trees and approximations in
Bayesian networks will be explored, which maintain accuracy while
lowering computational costs.
- Hardware Accelerations: The use of GPUs and specialized hardware
or accelerating deep learning models and other computationally in-
ensive tasks will be discussed, particularly in the context of real-time
pplications where processing speed is crucial.
Distributed Computing Frameworks: The application of cloud, fog, and
dge computing frameworks will be detailed, highlighting how these
rameworks can distribute computational tasks across multiple nodes,
hereby enhancing the efficiency and responsiveness of MSIF systems
n smart cities.

. Conceptual foundations for MSIF in smart sustainable cities

Multisource Information Fusion (MSIF) is crucial in urban settings
ue to its ability to amalgamate extensive and varied data from multiple
ources, such as environmental sensors, public records, traffic man-
gement systems, and citizen feedback. This fusion facilitates a more
ntegrated view of urban life, enabling city authorities and planners
o make informed decisions that enhance urban operations, improve
esource efficiency, and elevate the overall quality of life in smart
ustainable cities. Effective MSIF is instrumental in addressing urban
ssues like congestion, safety, environmental sustainability, and energy
anagement, contributing to the development of cities that are both

daptive and resilient.
17 
The dynamic and complex nature of urban data necessitates a robust
SIF framework capable of handling these challenges adeptly. To this

nd, we introduce the Advanced Hierarchical and Multi-Dimensional
lassification Framework, specifically tailored for modern urban set-
ings.

.1. Our advanced hierarchical and multi-dimensional classification frame-
ork

Our framework is strategically developed to manage the intricate
nd evolving demands of urban environments through sophisticated
SIF processes. It organizes data fusion into multiple dimensions, each

esigned to enhance specific aspects of urban management:

. Fusion Objectives (O)

– O1: Resolving Problematic Data
Problematic data issues [98,99] such as inconsistency and im-
perfection are addressed through data fusion, enhancing overall
data quality [100,101]. This approach is crucial in managing the
complex data environments typical in smart cities.

– O2: Enhancing Data Reliability
Data fusion improves reliability [102,103], particularly in less
controlled environments with high noise levels. Adding redun-
dancy [104] through multiple data sources is a key strategy for
enhancing data reliability and security in smart cities.

– O3: Deriving Higher Level Insights
Advanced data mining and fusion techniques are employed to
extract actionable insights from complex urban datasets [1,105].
These techniques are pivotal for strategic urban planning and
decision-making.

– O4: Improvement of data completeness
Data fusion is used to overcome coverage limitations by integrat-
ing multiple data sources [106], ensuring a comprehensive view
of urban dynamics [107].

– O5: Optimizing Resource Allocation
By integrating and analyzing data [108] from various sources,
smart sustainable cities can optimize resource distribution [109]
and utilization. This strategic, data-driven decision-making en-
hances operational efficiency and sustainability across urban sec-
tors.

– O6: Enhancing Predictive Capabilities
The fusion of multisource data significantly boosts the predictive
analytics [110] capabilities of smart cities [1]. This enhancement
allows for more accurate forecasting of urban dynamics like traffic
flows and population movements, facilitating proactive urban
planning and response strategies.

. Fusion Techniques (T)

– T1: Associating Data
Data association is a vital fusion technique that consolidates
information from various sources based on similarities, improving
the accuracy and reliability of insights. By combining correla-
tion analysis with machine learning models [111] like Support
Vector Machines (SVM), significant relationships among datasets
are uncovered, enhancing their utility for decision-making. Tech-
niques such as Nearest Neighbors [112], Probabilistic Data As-
sociation [113], and Multiple Hypothesis Testing [114] ensure a
comprehensive understanding of the data landscape, leading to
precise and effective outcomes.

T2: Estimating States
State estimation uses multiple data sources to enhance the ac-
curacy of system state predictions. Techniques like Kalman Fil-
ters [115] and Hidden Markov Models (HMM) [116] are em-

𝑡+1 𝑡
ployed for this purpose. For example, the equation 𝑥 = 𝐴𝑥 +
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𝐵𝑢𝑡 + 𝑤, where 𝑤 represents process noise, illustrates their ap-
plication. Common state estimation techniques include Particle
Filter [117], Kalman Filter [115], Maximum Likelihood [118],
and Covariance Consistency Model [119]. These methods collec-
tively improve the precision and reliability of state predictions,
crucial for applications such as navigation systems and financial
modeling.

– T3: Integrating Decisions
Decision fusion involves integrating decisions made by various
sub-components of a system to achieve a unified objective. For
instance, in a smart sustainable city, decision fusion can be used
to optimize energy management [120] by combining decisions
from different modules, such as renewable energy sources, grid
management systems, and consumption monitoring [121]. This
process leverages decision-making algorithms, such as ensemble
methods and Bayesian networks, to enhance decision-making effi-
ciency across urban management platforms. Common techniques
in decision fusion include Dempster–Shafer Inference [122], se-
mantic approaches [123], and Bayesian inference [124]. These
methods collectively improve decision accuracy and reliability by
synthesizing information from multiple sources and perspectives.

– T4: Classifying and Predicting
Advanced machine learning techniques, particularly deep learn-
ing networks [125], are applied to project urban [105] and
categorize data, facilitating proactive management.

– T5: Dimensional Reduction Techniques
Dimensional reduction aims to decrease the number of variables
in a dataset while preserving essential information. Techniques
such as T-distributed Stochastic Neighbor Embedding [126] and
Principal Component Analysis [127] are employed for feature
extraction and visualization. These methods reduce computa-
tional complexity and help manage high-dimensional data chal-
lenges, thereby improving the efficiency and interpretability of
data analysis.

– T6: Statistical Techniques for Inference
Statistical inference [128] utilizes probabilistic methods to draw
insights from data. Techniques like regression analysis, hypothesis
testing [129], and Bayesian inference are employed to predict
outcomes and uncover relationships. These methods are essential
for data-driven decision-making, as they allow for the estimation
of population parameters and the validation of theoretical models
using observed data.

– T7: Data Representation
Data representation [130] involves converting complex datasets
into visual formats for better comprehension. Techniques such
as scatter plots, heatmaps, and interactive dashboards facilitate
the identification of patterns, trends, and anomalies. Effective
visualization [131] enhances the accessibility and usability of
data, aiding in informed decision-making processes.

. Data Types and Outputs (D)
Dasarathy’s classification system [132] organizes data fusion meth-

ds by the relationship between input and output data. It includes five
istinct categories, as shown in Table 4:

Each class addresses specific data fusion requirements, from basic
ata processing to complex decision-making, ensuring a comprehensive
nderstanding and application of these techniques.

. Data Sources (S)
In sustainable city applications, data sources can be categorized into

our main types, regardless of their communication medium:

– S1: Sensor-Based Data Sources
These originate from sensors [1] deployed to monitor specific
locations or city-wide areas. Examples include traffic sensors,

noise level meters, weather stations, and smart meters for utilities

18 
like water and electricity. For instance, a smart meter [133] that
tracks electricity usage and sends data to a central system is
considered a physical data source.

– S2: Cyber-Based Data Sources
These datasets are primarily obtained from the internet [134],
such as e-commerce transaction records, online forums [135], and
digital service usage logs. Data mining techniques are commonly
used to gather this information from APIs or third-party vendors.
Examples include data from online shopping behavior, internet
traffic logs, and streaming service usage patterns.

– S3: User-Contributed Data Sources
Collected from individuals via personal devices like mobile
phones [136], fitness trackers, and smart home devices, this data
is contributed voluntarily or through incentive programs [137].
Examples include health data from fitness apps, location data
from mobile GPS, and user feedback on municipal services col-
lected through mobile apps.

– S4: Hybrid and Integrated Data Sources
Combining data from multiple sources, such as integrating par-
ticipatory and physical sensor data, these sources provide more
comprehensive insights [138]. Examples include combining data
from environmental sensors with user-reported air quality percep-
tions, or merging traffic sensor data with crowdsourced traffic
reports from navigation apps [139]. Hybrid data sources lever-
age the strengths of various data types to enhance analysis and
decision-making in smart city environments.

Each type of data source plays a critical role in the multifaceted data
ecosystem of smart sustainable cities, contributing to a more complete
and nuanced understanding of urban dynamics.

e. Fusion Scales (L)
Data fusion scales are categorized based on sensor coverage rather

than deployment, crucial for understanding integration levels in smart
sustainable cities. These scales include:

– L1: At the Sensor Level
At this level, data from individual sensors are processed directly
at the source using edge computing solutions to reduce latency.
An example is the fusion of data from various smartphone sen-
sors [140].

– L2: Building Wide Fusion
Data collected within a building [141] is integrated to form com-
prehensive outputs. For instance, combining building energy data
with security systems to create a building management system.

– L3: Inter-Building Fusion
Data from multiple buildings within a small area [142], such
as a university campus, are combined to generate specific out-
puts. This scale of fusion helps in managing multiple premises
collectively.

– L4: City Wide Fusion
Extensive data fusion across an entire city involves both central-
ized and decentralized computing architectures. This integration
supports city-wide studies, such as analyzing citizen behavior
based on data collected from different city areas [143].

– L5: Inter-City Fusion (or Larger)
This scale involves fusing data from large areas, including multi-
ple cities or diverse terrains like mountains and forests. Examples
include [144] comparing data between different smart cities or
integrating data from city outskirts with surrounding regions.

f. Platform Architectures (P)
The architecture of computational platforms for data fusion is an-

other crucial classification aspect. We identify four main types:

– P1: Edge Computing
Data processing occurs close to the data source, using devices like
microcontrollers and Raspberry Pi [145]. This approach reduces
communication overhead and latency.
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Table 4
Types of data and their outputs.

Category Description Techniques Application

D1: Data In-Data Out
(DAI-DAO)

Processes raw data as both input
and output.

Signal and image processing
algorithms.

Immediate post-sensor data
collection, providing reliable results.

D2: Data In-Feature Out
(DAI-FEO)

Extracts features or characteristics
from raw data.

Feature extraction algorithms. Describes environmental entities.

D3: Feature In-Feature Out
(FEI-FEO)

Uses features as input and output to
enhance or create new features.

Feature fusion, symbolic fusion. Improves or generates features from
existing data.

D4: Feature In-Decision Out
(FEI-DEO)

Converts features into decisions. Classification systems, decision
algorithms.

Common in systems making
decisions based on sensor inputs.

D5: Decision In-Decision Out
(DEI-DEO)

Fuses multiple decisions to create
improved outcomes.

Decision fusion algorithms. Enhances decision-making by
combining various inputs.
– P2: Fog Computing
Data is processed at an intermediary layer between the edge and
cloud [146]. This method offloads computation, suitable when
stable power sources at the edge are unavailable [147].

– P3: Cloud Computing
Data is processed and fused in the cloud, ideal for handling big
data [148] with the advantages of easy data access. However, it
incurs higher communication overhead and costs [149].

– P4: Hybrid Computing
Combines edge, fog, and cloud layers [150]. Initial data pro-
cessing occurs at the edge or fog, while higher-level analysis is
conducted in the cloud, balancing resource use and application
needs [151].

. Adaptive Techniques (A) Adaptive techniques [152] in smart sus-
tainable systems promote the ongoing enhancement and peak per-
formance through self-adjustment and learning abilities [153]. These
methods ensure that systems remain efficient and responsive to chang-
ing conditions.

– A1: Dynamic Configurations
Systems self-adjust configurations in response to environmental
changes or data variations, optimizing performance and efficiency
through real-time adjustments [154].

– A2: Continuous Learning and Evolution
Incorporates continuous learning to adapt and improve based
on new data and past experiences, leveraging machine learn-
ing and AI to autonomously identify patterns and make adjust-
ments [155].

– A3: Predictive Adaptation
Utilizes predictive analytics to anticipate changes or disruptions,
allowing proactive operational adjustments to maintain stability
and efficiency [156].

– A4: Self-Optimization
Employs algorithms for continuous optimization [157], ensuring
peak performance without manual intervention.

– A5: Context-Aware Adjustments
Uses context-awareness to tailor responses based on situational
parameters, enhancing overall performance and user experience
[158].

– A6: Fault Tolerance and Recovery
Includes mechanisms for detecting, managing, and recovering
from errors autonomously, ensuring uninterrupted and reliable
operation [159].

h. Integration Complexity (I) The complexity of integration in mul-
tisource information fusion (MSIF) systems involves handling the chal-

lenges of merging diverse data sources and ensuring interoperability
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across different formats and systems. Tackling these complexities is
crucial for the efficient functioning of smart sustainable cities.

– I1: Managing Complexity
Utilizes advanced algorithms and data models to integrate various
data sources smoothly. Techniques such as multi-agent systems
and modular architectures help manage and streamline these
complex integrations [160].

– I2: Ensuring Interoperability
Achieves seamless interaction between different data formats and
systems through [161] standardized protocols and middleware
solutions like API gateways and data translation layers.

– I3: Scalability
Ensures the integration framework can scale to accommodate
increasing data volumes and new sources by using cloud-based
infrastructures and scalable architectures [162].

– I4: Data Security and Privacy Protection
Implements comprehensive security protocols and privacy-
preserving methods to safeguard sensitive information during the
integration process. This includes techniques such as encryption,
data anonymization, and strict access control measures to ensure
data integrity and confidentiality [163].

5. Challenges in multisource information fusion (MSIF) for smart
sustainable cities

Implementing Multisource Information Fusion (MSIF) in smart sus-
tainable cities involves addressing various technical challenges. These
challenges arise from integrating diverse data sources, handling large
volumes of data in real time, and ensuring reliable decision-making
processes. Key areas of concern include data completeness, data het-
erogeneity, and the dynamic nature of urban environments. By un-
derstanding these challenges, researchers and practitioners can de-
velop more effective MSIF systems to enhance urban sustainability and
efficiency.

5.1. Current challenges in multisource information fusion: Data challenges
in MSIF

a. Incomplete Data: Data from sensors in urban environments often
have gaps and inaccuracies due to various factors such as sensor mal-
functions, environmental conditions, or data transmission errors [164].
Effective MSIF algorithms must compensate for these imperfections by
using redundant information from multiple sources to ensure robust
decision-making.

– Information Uncertainty: Urban data is frequently affected by
noise, inconsistencies, and ambiguities, complicating the task of

accurately identifying and differentiating objects or events [165].
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Traditional methods may struggle with high uncertainty, high-
lighting the need for advanced AI techniques to better handle such
conditions.

– Conflicting Data: Data collected from various sources may conflict
due to duplication, semantic differences, and varying quality.
This issue is critical when integrating heterogeneous data sets,
necessitating sophisticated conflict resolution techniques [166]
such as entity disambiguation and alignment to maintain data
integrity.

– Missing Information: With the proliferation of IoT devices in
smart sustainable cities, managing large volumes of monitor-
ing data becomes challenging. Missing information can lead to
significant inefficiencies in data processing and reduced accu-
racy in fusion algorithms [167]. Efficient strategies for handling
missing data are essential to maintain the reliability of MSIF
systems [168].

– Data Heterogeneity: The diversity of data types, including struc-
tured, semi-structured, and unstructured data, poses a significant
challenge. For instance, textual data requires different processing
techniques [162] compared to image or sensor data. Developing
methods to integrate these varied data types effectively is crucial
for comprehensive information fusion [169].

– Data Correlation: External factors such as environmental noise
can cause correlated biases in sensor measurements [170]. If not
addressed, these correlations can undermine the confidence in fu-
sion outcomes [171]. Algorithms must be designed to detect and
compensate for these correlated interferences to ensure accurate
data integration.

. Data Alignment: To correct calibration discrepancies and address
iming issues, aligning sensor data to a unified reference framework
s necessary. This procedure, known as sensor data registration [172],
s vital for achieving data consistency in fusion processes, especially
rucial in real-time contexts where data from multiple sensors might
ot be synchronized [173].
. Dynamic Data Fusion: Urban environments are constantly chang-
ng, reflecting shifts in traffic density, weather patterns, and power
sage [174]. MSIF systems are required to flexibly merge this continu-
usly varying data to provide up-to-date and accurate analyses [175].
. Scalability: As urban regions expand and more IoT devices are

ncorporated, there is a significant increase in data volume. MSIF sys-
ems must enhance their scalability to cope with this surge efficiently,
aintaining performance through robust infrastructure and sophisti-

ated data processing methods that are designed for larger operational
cales [176].
. Security and Privacy: Protecting sensitive data within MSIF sys-
ems is imperative. This is achieved through implementing stringent
ncryption, secure transmission protocols, and methods that preserve
ata privacy while balancing the need for data to remain accessible
nd functional [177].
. Energy Efficiency: With the extensive installation of sensors and
usion nodes, there is an increased focus on the energy consumption
n smart cities. It is crucial to create algorithms and systems that are
nergy-efficient to ensure that MSIF operations can be sustained in
mart city contexts [178].

.2. Future challenges in multisource information fusion

As the implementation of MSIF systems in smart sustainable cities
ontinues to evolve, several future challenges must be anticipated
nd addressed to ensure the effectiveness and scalability of these sys-
ems. These challenges span across technical, application, and imple-
entation domains, each requiring innovative solutions and adaptive
trategies.
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5.2.1. Application challenges in MSIF
The early stages of MSIF implementation have revealed various

challenges, from theoretical constraints and hardware limitations to
designing sensor arrays, selecting appropriate algorithms, evaluating
systems, and creating interfaces for human–computer interaction [179].
As the prevalence of massive data sets and the Internet of Things (IoT)
grows, new challenges emerge across standard MSIF, real-time MSIF,
and event-driven MSIF, prompting the need for innovative solutions to
manage these complex issues [160]. Hence, these evolving challenges
include:

a. General MSIF: As data volumes continue to expand, two key chal-
lenges are becoming increasingly critical [180]:

– Data Association: Involves reordering observations to represent
the state of monitored targets accurately, crucial for multi-target
tracking [181]. This process becomes complex when dealing with
multiple targets, necessitating advanced techniques to manage
measurement-to-track and track-to-track associations [182].

– Dimensionality Reduction: Essential for managing the vast
amounts of data generated in smart sustainable cities [183]. Tech-
niques for reducing data dimensions help save communication
bandwidth and computational resources, whether performed at
sensor nodes or fusion centers [184].

b. Real-Time MSIF: Real-time data processing is crucial for appli-
cations such as traffic management, emergency response, and au-
tonomous vehicles [173]. Future challenges include:

– Dynamic Data Processing: Algorithms must adapt to rapidly
changing data streams, such as those in autonomous driving or
real-time surveillance systems [185].

– Reduced Time Costs: The constant influx of data requires methods
to minimize processing time and handle redundant information
efficiently [186].

– Reliability of Data Transmission: Ensuring timely and reliable
data transmission despite potential delays and losses is critical for
maintaining the performance of real-time MSIF systems [187].

c. Event-Driven MSIF: Primarily used in applications where specific
events trigger data collection and processing [188]. Key future chal-
lenges include:

– Event-Triggering Strategies [189]: Developing effective strategies
to accurately trigger data collection and processing based on
relevant events in the urban environment.

– Event Response Speed: Ensuring rapid response to events is cru-
cial for applications such as disaster management and security
monitoring [190].

– Temporal Characteristics [191]: Understanding the timing of
events and their impact on data fusion processes is essential for
real-time application systems, enhancing their ability to manage
transient behaviors effectively.

5.2.2. Implementation challenges in MSIF
As MSIF systems scale, the following implementation challenges are

expected to intensify:

a. Integration Complexity: Combining data from multiple sources
involves complex integration challenges [180]. This includes ensuring
compatibility between different data formats, resolving semantic dif-
ferences, and managing the interactions between various data sources.
Developing standardized protocols and middleware solutions can help
address these integration complexities.

b. Maintenance and Upgrades: MSIF systems in smart sustainable
cities require regular maintenance and updates to handle evolving data
sources and changing urban environments [192]. This involves updat-

ing algorithms, incorporating new sensor technologies, and ensuring
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that the system remains robust against new types of data and potential
security threats.

c. Interoperability: Ensuring that MSIF systems can interact seam-
essly with other urban systems (e.g., transportation, energy, public
afety) is crucial for integrated smart city solutions [1]. Interoperability
hallenges include developing common data standards, ensuring com-
atibility between different software platforms, and facilitating data
xchange across various city departments and stakeholders.

. User Adoption and Training: Effective implementation of MSIF
systems requires user acceptance and proper training. This involves
educating city officials and stakeholders on the benefits and functionali-
ties of MSIF, providing user-friendly interfaces [193], and ensuring that
users are equipped to interpret and act on the insights provided by the
system. These detailed technical challenges highlight the complexity of
implementing MSIF in smart sustainable cities, emphasizing the need
for continued innovation in algorithm development, data management,
and system integration.

6. Practical applications of MSIF: Case studies

The practical application of multisource information fusion (MSIF)
techniques in real-world scenarios is critical to understanding its impact
on smart sustainable cities. Below are three case studies that illustrate
how MSIF is effectively used to address challenges related to data
integration, scalability, and the heterogeneity of data sources in various
urban contexts.

6.1. Case study 1: Environmental monitoring in sichuan province, China

Environmental monitoring in Sichuan Province, China, is partic-
ularly challenging due to the region’s complex terrain and climate
variability [194]. Traditional methods relying solely on either ground
station data or satellite imagery have been insufficient for precise
rainfall measurement and environmental assessment. To improve accu-
racy, a study integrated rainfall data from 161 meteorological stations
with satellite estimates from the TRMM 3B42 dataset using MSIF
techniques such as linear regression, weighted regression, and Kalman
filter fusion. This approach significantly enhanced the accuracy of rain-
fall measurements, supporting more reliable hydrological modeling,
watershed management, and disaster response planning. The success
of this integration underscores the importance of MSIF in managing
environmental data in regions with complex geographical features.

6.2. Case study 2: Smart grid integration in urban environments

In smart sustainable cities, the integration of diverse data streams,
such as those from smart meters, weather stations, and renewable en-
ergy sources, is essential for efficient energy management. A case study
on a smart distribution power system demonstrated the application of
MSIF to ensure data interoperability and real-time processing [109].
By utilizing standardized data formats and advanced distributed pro-
cessing technologies, the system was able to integrate and process
large-scale streaming data effectively, leading to improved grid stability
and energy management. This example highlights the critical role
of MSIF in enhancing the efficiency and reliability of smart grids,
contributing to the sustainability of urban energy systems.

6.3. Case study 3: Urban carrying capacity in Shanghai

Urban carrying capacity is a key consideration in sustainable city
planning, particularly in rapidly growing metropolises like Shang-
hai [195]. A case study in this city utilized MSIF to integrate remote
sensing data, GIS data, and urban planning data to assess and enhance
urban carrying capacity. The study addressed the challenges of man-
aging heterogeneous and voluminous data by employing a coupling
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model that analyzed spatial patterns to optimize resource allocation
and urban planning. The application of MSIF in this context led to
more informed decision-making, ensuring that the city’s resources were
allocated efficiently to support sustainable urban growth.

7. Future prospects and directions for MSIF in smart sustainable
cities

The future of Multisource Information Fusion (MSIF) in smart sus-
tainable cities holds promising advancements through AI integration,
autonomous fusion, and interdisciplinary collaboration. These advance-
ments will enhance urban management and decision-making processes,
addressing modern urban challenges effectively.

7.1. Advanced AI integration

Machine Learning and AI: Leveraging machine learning algorithms
such as Support Vector Machines, K-nearest neighbors, Random Forests,
and deep learning models [196,197] can significantly improve MSIF
systems [198]. These algorithms handle the complexities and non-
linearities in urban data, enabling more precise and robust data fu-
sion. For example, deep learning can extract intricate features from
high-dimensional data, enhancing traffic prediction models in smart
cities [199]. Additionally, techniques like the Multi-Source Information
Fusion Graph Convolution Network (MIFGCN) [200] are emerging as
powerful tools for handling complex spatial–temporal dependencies
in data. MIFGCN, for instance, integrates various auxiliary informa-
tion such as weather and traffic speed to create a dynamic graph
that captures evolving relationships between nodes over time, signif-
icantly improving prediction accuracy in applications like traffic flow
prediction.

AI-Driven Data Fusion: Utilizing AI to dynamically adjust and opti-
mize data fusion processes allows for real-time analysis and decision-
making [201]. AI effectively integrates heterogeneous data sources,
making MSIF systems more adaptive and intelligent. Reinforcement
learning can help systems continuously refine their fusion strategies
based on feedback and changing conditions [202]. Another significant
advancement is the Multi-Scale Information Fusion-Based Multiple Cor-
relations for Unsupervised Attribute Selection technique [203]. This
method addresses the challenge of extracting relevant attributes from
large datasets without prior labeling by integrating multi-scale informa-
tion with fuzzy relations, which enhances the identification of valuable
attributes through a comprehensive unsupervised attribute selection
algorithm.

Privacy and Security: Ensuring data privacy and security is cru-
cial [204]. Techniques such as federated learning and secure multi-
party computation enable effective data fusion while preserving privacy
and protecting against cyber-attacks [205]. Federated learning allows
multiple entities to collaboratively train models without sharing raw
data, maintaining data confidentiality.

7.2. Quantum computing and AI roadmap for MSIF

a. Quantum Computing: Quantum computing represents a paradigm
shift in computational power, leveraging qubits that can exist in mul-
tiple states simultaneously, thus allowing for parallel processing on a
massive scale. In smart sustainable cities, quantum algorithms have the
potential to optimize complex urban systems like traffic management,
energy distribution, and environmental monitoring by processing vast
amounts of data in real-time.

- Application in MSIF: Quantum-enhanced machine learning algo-
rithms can predict and manage urban traffic flows more efficiently than
classical methods by analyzing numerous variables simultaneously. Ad-
ditionally, quantum computing can accelerate real-time environmental
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monitoring by rapidly processing data from multiple sensors distributed
throughout the city, facilitating quicker responses to environmental
hazards.

b. AI Advancements: AI technologies, particularly in deep learning
nd neural networks, are crucial for enhancing MSIF capabilities in
mart sustainable cities. These technologies can be integrated into
ifferent levels of data fusion, such as feature-level and decision-level
usion, to improve accuracy and reliability.

Application in MSIF: AI-driven predictive analytics can anticipate
nvironmental hazards by identifying patterns in data from sensors and
atellite imagery. Furthermore, AI-powered autonomous systems can
ptimize resource allocation in real-time, enhancing the efficiency and
esponsiveness of urban services.

. Detailed Roadmap: To ensure a successful integration of quantum
omputing and AI into MSIF for smart sustainable cities, the following
teps are proposed:

Integration Phase: This phase involves the incorporation of AI mod-
ls into existing MSIF frameworks, with a specific focus on urban
pplications like traffic management and environmental monitoring.
I algorithms will be developed and integrated to process multisource
ata and generate actionable insights. This initial step ensures that
he foundational AI components are well-aligned with the current
nfrastructure of smart sustainable cities.

Scaling with Quantum Computing: As quantum computing technol-
ogy matures, the next phase involves integrating quantum algorithms
into these AI-driven MSIF frameworks. The purpose is to handle more
complex and large-scale data fusion tasks, thereby enhancing process-
ing capabilities. This step enables real-time decision-making in dynamic
urban environments, capitalizing on quantum computing’s ability to
analyze vast datasets simultaneously.

- Deployment and Optimization: In this critical phase, the enhanced
MSIF systems, now powered by AI and quantum computing, are de-
ployed across various urban sectors. The focus here is on continuous
optimization based on real-world feedback and the evolving needs of
the city. The goal is to create scalable and adaptive systems that can
evolve as the city’s demands change, ensuring that the technology
remains relevant and effective.

- Long-Term Vision: Finally, the roadmap explores the potential of
combining quantum computing and AI into a hybrid model. This phase
focuses on further enhancing the efficiency and effectiveness of MSIF
systems, laying the groundwork for the next generation of smart sus-
tainable city technologies. This visionary step ensures that the systems
are future-proofed and capable of integrating emerging technologies as
they develop.
7.3. Autonomous intelligent fusion

Autonomous intelligent fusion involves developing systems that
can independently integrate and analyze multisource information. This
includes:

Intelligent Data Processing: Creating data with self-learning, self-
purification, and proactive capabilities enhances the efficiency of MSIF
systems [206,207]. These intelligent data cells preprocess themselves,
reducing the load on central processing units. Edge computing pro-
cesses data at the source, reducing latency and bandwidth usage [208].

Adaptive Models: MSIF models must autonomously adjust and update
based on changing data sources and conditions [209]. This adaptability
enhances the robustness and accuracy of fusion models in dynamic
urban environments. Transfer learning helps models adapt to new data
domains without extensive retraining. In this context, the development
of A Multi-Source Information Fusion Model for Outlier Detection [210]
is particularly relevant, as it introduces an information set (ISet) that
captures the uncertainty in information gains. This model uses a total
uncertainty measure (TUM) and a fuzzy knowledge measure (FKM) to
22 
map fused data to a fuzzy approximation space, improving the precision
of outlier detection and enhancing decision-making, prediction, and
categorization.

Fusion Methodologies: Developing intelligent fusion methodologies
that recommend algorithms based on specific task objectives stream-
lines the fusion process [211]. These methods should include func-
tions like information filtering, classification, and reasoning for au-
tonomous decision-making [198]. Ensemble methods improve the ro-
bustness of fusion outcomes by combining the strengths of multiple
algorithms [212].

Dynamic Evaluation: Adapting evaluation criteria dynamically in re-
sponse to external changes ensures that MSIF systems remain effec-
tive and relevant over time [213]. Real-time monitoring and adaptive
thresholds help maintain the accuracy and reliability of the fusion
process [214].

7.4. Integrated cognitive systems

Machine-to-Machine Cognitive Integration: Future scenarios will see
machines with evolving autonomous learning capabilities integrating
their cognitive processes, objectives, and decision outcomes into a
unified system [215]. This collective intelligence will enable machines
to perform complex tasks more efficiently, such as coordinating smart
grid operations or managing city-wide transportation networks [216].

Human–Machine Cognitive Integration: Integrating human cogni-
tive processes with machine intelligence will allow humans to lever-
age machine capabilities for various tasks [217]. Applications include
exoskeletons to aid mobility, machines operating in hazardous en-
vironments, and virtual learning environments. This integration will
enhance human–machine collaboration, making systems more intuitive
and effective [218].

7.5. Interdisciplinary collaboration

Collaboration among experts in cognitive science, AI, machine
learning, and human–computer interaction is vital for advancing MSIF
[219]. Integrating diverse expertise enables the development of inno-
vative solutions to address the complex challenges of smart sustainable
cities [220]. For example, insights from behavioral sciences can im-
prove the modeling of human activities and enhance the predictive
capabilities of MSIF systems [221].

7.6. Novel research areas

Multi-Modal Data Fusion: Combining data from various modalities
(text, images, speech) provides comprehensive insights, especially in
applications like public opinion tracking and medical diagnostics [222].
Multi-modal fusion techniques, such as hybrid deep learning mod-
els, integrate diverse data types to offer richer and more accurate
information [223].

Context-Aware Data Fusion: Incorporating contextual information
(location, time, user preferences) into data fusion processes enhances
the relevance and accuracy of results, optimizing services like urban
transportation and energy management [224]. Context-aware systems
leverage spatial–temporal data to provide more precise and actionable
insights [225].

Interactive and Explainable Fusion: Developing interactive data fu-
sion systems [226] allows real-time data exploration and analysis,
improving decision-making processes. Explainable fusion methods en-
hance transparency and trust by making the fusion process understand-
able [145]. Techniques such as visual analytics help users intuitively
understand complex data relationships and fusion results [227].

Ontology-Based Data Fusion: Utilizing ontologies to represent and
reason about the semantics of data from multiple sources enables
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Table 5
Future trends in MSIF for smart sustainable cities.

Future trends Description Example applications

Machine learning and AI [198,233] Leveraging ML algorithms for analyzing
high-dimensional data

Self-driving cars for object detection; Medical imaging
for diagnosis

Data protection and security [234] Safeguarding privacy and securing data during fusion
processes

Integrating medical records; Analyzing financial data

Multi-modal data fusion [235] Combining diverse data types for holistic insights Public opinion analysis; Multimodal medical
diagnostics

Federated data fusion [236] Enabling data integration across decentralized sources Disease diagnosis; Supply chain logistics optimization

Context-aware data fusion [237] Incorporating contextual information for accurate
results

Smart city infrastructure; Environmental monitoring

Interactive data fusion [238] Allowing real-time user interaction with fusion
algorithms

Live social media analysis; Financial data exploration

Explainable data fusion [239] Making fusion results clear and understandable Visualization tools for data analysis; Contribution
assessment

Dynamic data fusion [240] Managing temporal data changes for improved
integration

Weather forecasting; Disease progression tracking

Ontology-based data fusion [241] Utilizing ontologies for accurate data semantics Disaster detection; Cross-domain search and analysis

Autonomous data fusion [242] Enabling self-selection and combination of data sources Space weather monitoring; Social media trend analysis

Collaborative data fusion [243,244] Facilitating data combination from multiple parties for
comprehensive insights

Law enforcement data integration; Supply chain
management

Ethical and legal frameworks [245,246] Developing responsible data use frameworks Facial recognition guidelines; Medical data sharing
policies
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more accurate and meaningful data fusion, crucial for applications like
disaster detection and cross-domain search [228]. Ontology-based ap-
proaches facilitate the integration of heterogeneous data by providing
a common framework for understanding different data types [229].

As discussed earlier, MSIF is set to adopt new methods and technolo-
gies to handle complex data sources, leading to more autonomous, dy-
namic, and interactive processes. Key trends include privacy-preserving
data fusion [230], multi-modal data fusion [231], and interactive data
fusion [232]. These advancements are crucial for enhancing urban
management and decision-making in smart sustainable cities. Addition-
ally, Zhou et al. [180] highlight significant advancements in MSIF,
focusing on integrating material data from various sources and the
role of AI and big data in enhancing fusion processes. They also
provide a systematic categorization of fusion techniques, explore the
impact of recent technologies, and offer a roadmap for future research.
Table 5 provides detailed insights into these trends and their practical
applications.

8. Conclusion

This survey presents a comprehensive exploration into the role of
multisource information fusion in smart sustainable cities, highlighting
the revolutionary impact of our advanced hierarchical and multi-
dimensional classification framework. Specifically custom-designed to
address the intricate demands of contemporary urban environments,
this approach organizes MSIF processes into distinct dimensions,
thereby enhancing urban management through both efficiency and
effectiveness.

Our framework significantly improves the precision and adaptabil-
ity of urban systems by focusing on vital aspects such as data relia-
bility, completeness, and the predictive capabilities of infrastructure.
By adopting advanced data fusion goals and methodologies, it expertly
addresses problematic data scenarios, optimizes resource management,
and generates critical insights for strategic urban planning. This strate-
gic deployment not only boosts operational efficiency but also supports
proactive management and sustainability initiatives across various ur-
ban sectors. However, applying our proposed methodology also un-
covers persistent challenges related to scalability, data privacy, and
integration with existing infrastructures. Future research should thus
23 
concentrate on addressing these obstacles, refining fusion techniques,
and enhancing scalability to fully exploit the capabilities of MSIF.
Strategic partnerships among technologists, city planners, and govern-
ment officials are crucial to propel our initiatives. These collaborations
are essential for tailoring MSIF technologies to meet the specific and
changing conditions of urban landscapes.

In essence, our novel hierarchical and multi-dimensional classifica-
tion approach marks a pivotal development in the realm of information
fusion, establishing a robust base for future innovations in smart city
development. By continuously enhancing and adapting these technolo-
gies, we aim to stay ahead of the evolving demands of urban dwellers.
This commitment to innovation will help us create urban environments
that are not only technologically proficient but also socially inclusive
and ecologically sustainable, paving the way for more robust and
resilient urban ecosystems.
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