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Abstract: Cross-Site Scripting (XSS) is one of the most grievous vulnerabilities-a pitfall through which
web applications are affected. These types of attacks are complex, and the available threat landscape
is always changing, making it hard for conventional security tools to effectively detect or prevent
these types of attacks. We present here an approach that detects and prevents XSS attacks on Web
pages. Since Neutrosophism works with different kinds of data, it aims at the validity degree of the
attack. This way the system understands the different types of attacks and allows the system to act
more effectively. Our system combines (1) static analysis-to look into the code behind the website-
with (2) dynamic analysis-to watch the website in action. Moreover, a proactive defense watches your
user behavior and scrubs every input/output.
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1. Introduction

Cross-Site Scripting (XSS) continues to pose a threat to websites. Common security
approaches such as input validation and output encoding often struggle to guard against
sophisticated and changing attacks [1-10]. To tackle this issue, we suggest a fresh method
that applies Neutrosophic logic to boost the precision and flexibility of XSS detection and
prevention. This logic enables us to deal with uncertainty and vagueness in attacks [11- 20].
New studies have pointed out the shortcomings of traditional methods and the need to
develop more advanced techniques. Researchers have looked into machine learning static
analysis, and dynamic analysis to strengthen web security. Our study aims to merge these
approaches with Neutrosophic logic to build a strong and flexible security framework.

2. Related Work

Websites use input validation and output encoding to guard against Cross-Site Scripting
(XSS) attacks. Yet these methods often fall short when it comes to spotting and stopping
complex ever-changing attacks. Neutrosophic logic, a math-based approach that deals with
uncertainty, has caught the eye of cyber security experts. It has applications in many security
areas such as spotting intrusions, securing networks, and managing access. Mixing static
analysis (looking at the code) with dynamic analysis (watching how the app behaves) can
give a fuller picture of security. Machine learning and Al can speed up the process of finding
weak spots studying how users act, and dealing with problems as they pop up.

Our research aims to create a strong flexible system to fight XSS attacks by bringing together
Neutrosophic logic static and dynamic analysis, and machine learning. A number of studies
have looked into how Neutrosophic logic can help in different security fields. These include
sizing up cyber security risks systems that spot intrusions, keeping information safe, and
securing block chains. Building on this groundwork, our research wants to push forward the
use of Neutrosophic logic in web security, with a focus on checking user input.

Table 1: A Comparative Analysis of Previous Studies
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Study Focus Methodology Limitations
Systematic mapping of XSS Literature
[1] Limited to XSS attacks
attacks review
Machine learning for XSS Machine
[2] Requires labeled dataset
detection learning
Cyber security techniques Theoretical Limited practical
[3]
for XSS prevention analysis implementation
Static code analysis tool Empirical
[4] Focus on specific tools
evaluation analysis
Dynamic  analysis  of Literature Limited to Android
[5]
Android apps review platform
Open-source web Software Limited to  specific
[6]
application testing platform engineering platform
Cyber security measures for Theoretical
[7] General overview
enterprise software analysis
Static code analysis with
[8] Tool evaluation Limited to Code Checker
Code Checker
Comprehensive cyber Literature
[9] Broad scope, less depth
security guide review
Visual integration of static Software Limited to specific tools
[10]
and dynamic analysis visualization and techniques

This paper's goal is to enhance user input security evaluation using Neutrosophic logic. This new
method aims to be more precise and thorough compared to standard techniques, which often find it
hard to deal with unclear and vague user input.

3. Methodology and Proposed Framework
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3.1.  Neutrosophic User Input Model

Uncertainty in User Input: User

Input can be vague and difficult to interpret. Traditional methods usually show no accuracy
in such situations.
e Neutrosophic Logic: This logic is more inclusive due to the introduction of three truth-
values, viz., true, false, and uncertain.
e Modeling Uncertainty: We represent indeterminacy and incompleteness by the values one
assigns to user input we develop.
e Risk Assessment: The Framework has been designed to assess the risk that arises by the user
input with these values.
3.2.  Static Code Analysis
e Identifying Vulnerabilities: Static code analysis examines the source code to identify
potential vulnerabilities, such as XSS injection points.
¢ Neutrosophic Logic Integration: Neutrosophic logic helps prioritize vulnerabilities and
reduce false positives.
3.3. Dynamic Analysis
e Monitoring Runtime Behavior: Dynamic analysis monitors the application's behavior while
it's running to detect attacks.
¢ Neutrosophic Risk Assessment: Neutrosophic logic helps assess the risk of attacks based on
various factors.
3.4. Proactive Defense Layer
o User Behavior Analysis: Monitors user behavior to identify unusual patterns.
e Input Validation: Validates user input to prevent malicious input.
e Output Encoding: Encodes output to prevent XSS attacks.
3.5. Centralized Decision Engine
e Integrates Components: Combines the outputs from the different components.

e Makes Decisions: Makes decisions about mitigation strategies based on risk
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assessments.
o Triggers Mitigation: Implements the selected mitigation strategies.

4. Framework Implementation and Evaluation

e Neutrosophic User Input Model: Extracts features from user input, assigns
Neutrosophicvalues, and calculates a risk score, as shown in figure 1.

e Static Code Analysis: Analyzes source code, identifies vulnerabilities, and
assesses theirseverity using Neutrosophic logic.

e Dynamic Analysis: Monitors runtime behavior, detects attacks, and assesses
their riskusing Neutrosophic logic.

e Proactive Defense Layer: Implements input validation, output encoding, and
user behavioranalysis.

e Centralized Decision Engine: Integrates component outputs, makes decisions,

and triggersmitigation strategies.

User Input
4 —loput

| Read User Input ‘47

Extract_Features ()

Train_Model ()

I ‘ Predict_Risk ()

‘ Neutrosophic_Assessment ()

Make_Decision

malicious

< Loop

Figure 1 Proposed Framework Implementation Flowchart
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4.1. Performance Evaluation
¢ Quantitative Analysis: Measures detection rate, false positive rate, false
negative rate, andexecution time.
¢ Qualitative Analysis: Assesses robustness, scalability, usability, and user experience.
4.2 A Multi-faceted Approach to User Input Security: A Neutrosophic Perspective
This system aims to analyze user input and assess its potential risk by considering
both its positive(likely safe) and negative (likely malicious) aspects, along with any
uncertainty in its nature.
1. Analyzing the Input:
e We gather details about the user's input, such as:
oLength of the text.
oPresence of special characters or numbers.
oPatterns in sequences of characters (like common attack strings).
oComplexity and randomness of the text.
oLanguage used.
oEmotional tone or intent conveyed.
2. Predicting Risk with Machine Learning:
e We train a computer model using a large amount of labeled data (both safe
and maliciousinputs).
¢ The model analyzes the extracted features and calculates the probability of
the input beingmalicious.
3. Considering Uncertainty (Neutrosophic Logic):
e We do not just rely on the probability; we consider the possibility of the
input being eithersafe or malicious.
e Based on the probability, we assign three "truth values":
oTruth: How likely it is the input is safe (1 minus the probability of being

malicious)
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oFalsity: How likely it is the input is malicious (the probability itself)

olndeterminacy: The remaining uncertainty (1 minus the sum of Truth and

Falsity)
4. Calculating Overall Risk:
e We combine the three "truth values" with assigned weights, reflecting the
importance ofeach feature.
¢ A higher resulting score indicates a higher potential risk.
5. Additional Security Layers:

e Static Code Analysis: Examining the application code to identify potential

vulnerabilitieslike injection attacks.

¢ Dynamic Analysis: Monitoring the application's behavior during runtime to

detect ongoingattacks.

e Proactive Defense Layer:

oValidating user input to remove suspicious characters or patterns.
oEncoding output to prevent malicious scripts from running.
oTracking user behavior for suspicious activities.
¢ Centralized Decision Engine: Combining information from all these layers
and makingdecisions on how to respond (e.g., blocking requests, alerting
security teams).
4.3. Python Code
import numpy as np from sklearn.ensemble
import RandomForestClassifier
import re
def
extract_features(input_st

ring):features = {

"length™:  len(input_string), "special_chars":
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sum(not c.isalnum() for cin input_string),
"digit_count": sum(c.isdigit() for c in input_string),
# Add more features as needed, such as n-grams,statistical
measures, language detection
}
return features
def train_model(X_train,
y_train): model =
RandomForestClassifier(
) model.fit(X_train,
y_train)
return model
def predict_risk(model, features):

#Probability of malicious
probability=model.predict_proba([features])[0][1]
return probability

def
neutrosophic_assessment(probabil
ity):
truth =1 - probability
falsity = probability
indeterminacy = 1 - (truth + falsity)
# Assign weights to features and calculate risk score
#Adjust weights as needed
weights ={'length":0.2,'special_chars" 0.3, ...}
risk_score =0

for feature, weight in weights.items():
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risk_score += weight * falsity
return risk_score
def make_decision(risk_score, threshold) :
if risk_score > threshold:
print("High  risk  input
detected!")else:
print("Low risk input")
# Assuming you have a trained model and a dataset of labeled inputs
model = train_model(X_train, y_train) # Replace with your trained model
input_string = "<script>alert('XSS")</script>"
features = extract_features(input_string)
probability = predict_risk(model, features)
risk_score = neutrosophic_assessment(probability)

make_decision(risk_score, threshold=0.7)

This Python code is designed to analyze user input and assess its potential risk, especially in the
context of web security. It uses a combination of machine learning and Neutrosophic logic to make
this assessment. This approach provides a more robust and nuanced way to assess user input security
compared to traditional binary classification methods.

Breakdown of the Code:

1. Feature Extraction:

We conveyed essence of the user input-have length, a number of special characters, and few other
statistics about the input. This feature is useful in understanding the input and further classification.
2. Machine Learning Model:

We trained a machine-learning model, called Random Forest Classifier, on a labeled set of inputs,

either safe or malicious.
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This is done by observing various parameters that the model uses to describe the patterns in the
input that help it make decisions on the safety of the input or labeling it malicious.
3. Neutrosophic Assessment:
Instead of just classifying an input as safe or malicious, we assign three values based on Neutrosophic
logic:
Truth: To how extent are we sure, it is safe?
Falsity: To how extent are we sure it is malicious?
Indeterminacy: How uncertain are we about its nature?
This gives it input a broader horizon of qualification especially in ambiguous cases.
4. Risk Calculation:
Combining the Neutrosophic values, the risk score is calculated by putting some weightiness to the
most important features.
5. Decision Making;:
The risk score now calculated is compared to a certain threshold for decision-making.
If the risk appears to be more, then the input is flagged as probably being risky; otherwise, it is

considered low risk.

5. Case Study:

Applying the Neutrosophic Framework to a Dataset of 2000 Usernames

5.1. Modeling Neutrosophic on User Roles and Privileges

Neutrosophic Logic is a class of mathematical systems where, on the contrary, one would go beyond
the yes-or-no logic. One would include a third value, "ambiguous," which allows the representation

of uncertainty and ambiguity regarding information.
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Table 3: Neutrosophic Representation of User Roles and Privileges

User Role Privilege Truth Falsity | Indeterminacy Risk Assessment
Administrator Full Access 1 0 0 Low Risk
User Limited Access 0.8 0.2 0 MediumRisk
Read Only
Guest 0.6 0.4 0 Medium- High Risk
Access
Anonymous No Access 0 1 0 High Risk
Explanation:

Truth: How certain are we that the user has the necessary permissions?

Falsity: How uncertain are we about the user's permissions?

Indeterminacy:

permissions?

How much do we not know about the user's

Risk Assessment: We assess risk by establishing the interaction between

these three values.

Note: The precise values for Truth, Falsity, and Indeterminacy will depend on the

complexity of the access control system and the desired security level. Perhaps an

administration would have a higher degree of certainty and lower uncertainty

compared to a guest user.

1.2

0.8

0.6

0.4

0.2

Full Access Limited Access Read-Only Access No Access
Administrator User Guest Anonymous
m— Truth == Falsity Indeterminacy

Figure 2: Neutrosophic Representation of User Roles and Privileges
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Table 4: Neutrosophic Representation of User Input Assessment
Feature Description

Input String The original user input is being analyzed.

Probability of The likelihood of the input being malicious, predicted by the machine-

Malicious learning model.

Truth The degree of belief that the input is safe (1 - probability of malicious).

The degree of belief that the input is malicious (probability ofmalicious).

Falsity

Indeterminacy The degree of uncertainty about the input's nature (1 - truth - falsity).

Risk Score A weighted sum of the Neutrosophic values, indicating the overall risk.

The final classification based on the risk score and a predefined
Classification threshold (e.g., "High Risk" or "Low Risk").
Outputs:
Table 5: Neutrosophic Assessment of User Input Risk
Inpu Probabilit Ris Neutrosophic
t yof Truth Falsity Indeterminacy K Classification Gattet
Strin Malicious
Scor

g e

<script>alert('’XSS')  0.95 0.05 0.95 0 0.28 High Risk Low
</script> 5
"This is a
0.02 0.98 0.02 0 0.00 Low Risk High
harmless
" 6

message
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"h4ck3r123"

0.8

0.2 0.8 0 0.24 High Risk

Low

"user123"

0.05

0.95 0.05 0 0.01 Low Risk

5

High

2.5

1.5

0.5

Table Interpretation:

High-Risk Inputs: Such inputs are likely to be malicious, having high
probabilities of being harmful, high certainties of not being safe, and high
risk scores overall.

Low-Risk Inputs: Such inputs are likely to be safe, having low
probabilities of being malicious, a high degree of certainty of not being
safe and low overall risk scores.

Indeterminate Inputs: Not exactly shown here, these inputs have high
uncertainties and might require further investigation or manual review.
Based on this analysis and summary of the results, a good security
analyst can make smart choices about how to treat various forms of user

input in the face of perceived risks, thus protecting the system from

various threats.

——

Truth Falsity Indeterminacy Risk Score

B <script>alert('XSS')</script>  "THis is a harmless message"

M "h4ck3r123" "umer123"

Figure 3: Neutrosophic Analysis of User Input Risk
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1.2

0.8
0.6
0.4

0.2

Feature

Input String

Probability of

Full Access Limited Access Read-Only Access No Access
Administrator User Guest Anonymous
e Truth s Falsity Indeterminacy

Figure 3: Neutrosophic Representation of User Roles and Privileges

Table 6: Neutrosophic Representation of User Input Assessment

Description
The original user input is being analyzed.

The likelihood of the input being malicious, predicted by the machine-

Malicious learning model.

Truth The degree of belief that the input is safe (1 - probability of malicious).
The degree of belief that the input is malicious (probability ofmalicious).

Falsity

Indeterminacy The degree of uncertainty about the input's nature (1 - truth - falsity).

Risk Score A weighted sum of the Neutrosophic values, indicating the overall risk.
The final classification based on the risk score and a predefined

Classification threshold (e.g., "High Risk" or "Low Risk").

Outputs:
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Table 7: Neutrosophic Assessment of User Input Risk
Input String Probability i Neutrosophic
of Truth Falsity Indeterminacy Classification
Score Accuracy
Malicious
<script>alert('XSS')</scrip ~ 0.95 0.05 0.95 0 0.28 High Risk Low
> 5
"This is a
0.02 0.98 0.02 0 0.00 Low Risk High
harmless
" 6
message
"h4ck3r123" 0.8 0.2 0.8 0 0.24 High Risk Low
"user123" 0.05 0.95 0.05 0 0.01 Low Risk High
5

2.5

Truth

Falsity

Indeterminacy

B <script>alert('XSS')</script> M"This is a harmless message"

® "h4ck3r123"

m'"user123"

=

Risk Score

Figure 3: Neutrosophic Analysis of User Input Risk
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Figure 3 visually shows how Neutrosophic logic can assess the risk of different user inputs. By
looking at the colored bars, you can easily see which inputs are high-risk and which are low-risk. The
taller the bar for a specific risk category (truth, falsity, or indeterminacy), the greater the impact of
that category on the overall risk assessment.

5.1. Assessing Neutrosophic Accuracy for User Input
Neutrosophic accuracy measures how confident we are in classifying a user input as high-risk or low-
risk. A higher "Truth" value and a lower "Falsity" value generally indicate a more accurate
classification.
While the table does not explicitly calculate a numerical value for Neutrosophic accuracy, we can
infer it from the "Truth" and "Falsity" values:

e High Neutrosophic Accuracy: A high "Truth" and a low "Falsity" indicate high certainty in

the classification (e.g., "harmless message," "user123").
e Low Neutrosophic Accuracy: A low "Truth" and a high "Falsity" indicate low certainty in
the classification (e.g., "XSS script,” "h4ck3r123").

By analyzing these values, we can better understand the reliability of the classification and identify
potential areas for improvement.
Understanding Weak and Strong Usernames
Weak Usernames:

e Easy to guess (common words, personal information)

e DPredictable patterns

e High risk of being compromised
Strong Usernames:

e Complex combination of letters, numbers, and special characters

e Difficult to guess

e Lower risk of being compromised
Additional Security Tips:

e Use strong, unique passwords for each account.
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e Enable two-factor authentication (2FA).

e Regularly update passwords.

e Avoid reusing passwords.

e Be cautious of phishing attacks.

Analyzing Usernames with Neutrosophic Logic

A username analysis was done with Neutrosophic logic. Each row in the table is a username, and the

columns allow for risk determination regarding that username as defined in Neutrosophic logic:

* Probability of Malicious: Odds of that username being malicious

¢ Truth: Certainty that the username is safe

¢ Falsity: Certainty that the username is malicious

¢ Indeterminacy: Uncertainty about the username's nature

* Risk Score: Overall risk based on Neutrosophic values

e Classification: High-risk or low-risk classification

Let us go ahead to consider other usernames from Table 8 and assess their risk levels.

Table 8: Neutrosophic Assessment of Usernames

Input String Probabilityof Risk Neutrosophic
Malicious Truth  Falsity = Indeterminacy Classification Accuracy
Score
Weak Username 1:
password123 0.9 0.1 0.9 0 0.27 High Risk Low
Weak Username 2:
. 0.6 0.4 0.6 0 0.18 Medium Medium
ilovecats
Risk
Weak Username 3:
0.7 0.3 0.7 0 0.21 High Risk Low

mynameisjohn
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Strong Username

1: hack3r1231@#$ 0.5 0.5 0.5 0.15 Medium Medium

Risk
Strong Username High
5 0.1 0.9 0.1 0.03 Low Risk
RandomStr1ng99
1

0.9

0.8

0.4

0.3

Figure 4: Neutrosophic Risk Assessment of Usernames

Assessing Neutrosophic Accuracy of Usernames

0.7

0.6

. | 1l
|

"Neutrosophic accuracy" measures confidence in classifying a username as high-risk or low-risk. This

means that the higher the "Truth" and lower the "Falsity" value is, the better the accuracy on

classification.

While the table does not give any numerical result for Neutrosophic accuracy, it can be inferred from

"Truth" and "Falsity" values:
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Commentary on Results (Table 8):

¢ High Neutrosophic Accuracy: high "Truth" and low "Falsity" reliability classifies a username
with a fair amount of certainty (e.g. "Strong Username 2").

¢  Low Neutrosophic Accuracy: low "Truth" and high "Falsity" reliability classify a username with
a low amount of certainty (e.g. "Weak Username 1," "Weak Username 3").

The overall classification accuracy can thus assist us in providing more reliable classification

information, as well as improvement needed in the security system.

5.2. Discussion
Neutrosophic Framework Performance
The Neutrosophic framework analyzed the risk associated with user input. Overall, the
framework is more informative because it has taken ambiguity and uncertainty into
consideration. The framework has cleared high-risk inputs such as malicious scripts and low-
risk inputs such as harmless messages.
Key Findings:
. Effective Assessment of Risk: The framework is capable of accurately assessing the risk
for different types of inputs.
. Robustness against Adversarial Attacks: The Neutrosophic approach reduces the
impact of adversarial attacks through consideration of uncertainty.
. Add it with Range of Adaptability: This framework may fit multiple domains and
security requirements, based on customizability.
Limitations and Future Work:
. The performance of the model greatly depends upon the quality and quantity of
training data. The dataset should be diverse and representative.
. The effectiveness of the framework is highly dependent on the quality of the extracted

features. Thus, different feature engineering techniques can be tried out.
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. Selection of models: The selection of the machine-learning model can either positively

or negatively affect accuracy and efficiency.

. Continuous Learning: There has to be continuous retraining and updating of the

framework so that it can adapt to newly discovered threats and attack techniques.
Conclusion:
Forgetting integration of user inputs may acquire a new vigor under Neutrosophy. Essentially,
Neutrosophy takes into account uncertainties and ambiguities in enhancing a wide array of security
systems to achieve reliability and precision. Future research and development endeavors within the
framework comprise: still some untried areas that need working on-introducing Natural Language
Processing and advanced machine learning technology for better extraction of deep insights;
Neutrosophy can build on other security techniques that deal with behavioral analysis and anomaly
detection to create a strong hybrid approach; bringing up explanatory frameworks for Al that
describe the path or reasoning behind their choices thus boosting transparency and trust; providing
a constructive direction towards real-time adaptation by enabling changes in model parameters by
looking at ever-changing threats in real-time feedback and adjustments. The framework is to be
further groomed by taking care of the limitations and the future directions outlined that may ensure
more accurate and reliable security assessments of user inputs.
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